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Abstract
Industry 4.0 is a new revolution in which internet connection technologies are interfaced with various components
of industrial systems to create the smart factories and manufacturing organizations of the future to achieve a
sustainable manufacturing framework. A large number of networked devices presents a significant chance to gather
important data for improving the technology of decision-making to enhance product life-cycle management.
Industry 4.0 technologies will face significant challenges and obstacles due to the cybersecurity and data privacy
problems suffered by current Internet technology. In actuality, cybersecurity poses an important challenge to the
advancement of sustainable manufacturing. Cybersecurity architectures are widely employed to prevent intrusions
and attacks on computers and networks. As a result, there is a major decrease in the adoption of Industry 4.0
technologies and the sustainable manufacturing framework within organizations. To achieve the implementation
of this sustainable manufacturing in companies we suggested five cybersecurity measures and six criteria. The
proposed decision-making method aims to rank the cybersecurity procedures. The ranking of these measures used
a combination of Delphi-FARE (factor relationship) and COBRA (comprehensive distance-based ranking)
methods based on a neutrosophic environment. The result showed that alternative one “Data Encryptions” is the
best one, and alternative five “Cloud Servers” is the worst one. We conducted a sensitivity and comparison analysis

to verify the stability of the model and its performance with other models and demonstrated impressive results.

Keywords: Industry 4.0; Cybersecurity; Uncertainty; Data Encryption, Sustainable Manufacturing.

1 |Introduction

Industry 4.0, often known as the fourth industrial revolution, is characterized by patents and until now
unheard-of amounts of data sharing. It is a revolutionary development whereby internet connection
technologies are interfaced with various components of industrial systems to create smart factories and
manufacturing companies. The phrase "industry 4.0," was first introduced in a high-technology strategy
projectin 2011 [1]. Reaching new heights in Industry 4.0 through the togetherness of computer networks and
real-life physical processes through the use of cutting-edge technologies such as cloud computing
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technologies, augmented reality (AR), cyber-physical IoT systems, blockchain, and increasingly smarter
robotics applications that are patt of the hyper-connectedness of Industry 4.0 |2]. The Industry Internet of
Things (IIoT) is a component of the IT generation, which is dependent on modern cloud systems and web
technology. The data generated by 1oTs is subjected to big data analytics, machine learning, and other Al
models, which are vulnerable to data inference attacks [3]. The previously mentioned technologies already
existed to some extent before the beginning of Industry 4.0. Some authors have questioned whether Industry
4.0 technology represents an evolution or a revolution, as it has allowed the integration of previously
developed applications, technologies, and solutions, and can be considered a new social, political, and
economic concept [4].

The digital business process among smart industrial organizations, however, raises worries among
stakeholders for production businesses' management on the security of their databases, which contain
information on orders, contractors, and all things about production. Companies and manufacturers are well
aware of the potential consequences and damage caused by cyber-attacks. The effects can be damaging to
customer trust and brand reputation. In industrial environments, an attack could result in millions of dollars
in downtime and disruption to production plans. Therefore, in order to guarantee that Industry 4.0 is widely
used, cybersecurity must be adopted. There are two categories of cybersecurity threats: internal and external.
The growing number of internal threats, such as employees' intentional or unintentional disclosure of
confidential information, pose a threat to an organization's IT security. The most difficult component of
protecting against external threats is adapting to more advanced and frequent attacking techniques. It takes
IT security skills for a manufacturing organization not to install a reliable antivirus application on an
otganization's computers [5].

Among a lot of advantages, Industry 4.0 can provide manufacturing companies with successful business
models, increased productivity, quality, and better working environments [6]. However, disadvantages like
ignorance, lack of awareness, expenses, and possible energy drawbacks have complicated assessment decisions
for example that discusses blockchain technology problems [7]. These Industry 4.0 technologies are new
among small and medium-sized businesses and emerging nations. More complete comprehension and
advancements are necessary for broader acceptance. This includes the impact of Industry 4.0 on sustainability.
For social sustainability, intelligent and autonomous production systems can enhance worker health and safety
while also increasing worker motivation and satisfaction. [8]. One major obstacle impeding the adoption of
sustainable development concepts in businesses and manufacturing processes is the implementation of
cybersecurity measures.

Some researchers defined the phrase Industry 4. as the implementation of novel ideas and technology in the
value chain's structure [6], some defined it as the intricate solution developed in the areas of engineering,
computer science, and management [9], and others, defined as the industry's intelligent networking of devices
and measures through the use of information and communication technology [10]. Several researchers
presented many measurements for sustainable manufacturing in Industry 4.0 such as the Industrial Internet
of Things (IIOT) [11], Optimization and Simulation [12], Big Data Analysis [13], Autonomous robots [14],
Cloud Computing [15], Additive Manufacturing, and Cybersecurity [16]. A new industrial paradigm has
resulted in new logistical requirements. According to Jeschke [17], logistics 4.0 is an integral part of industry
4.0, which is the application of different industry 4.0 technologies in logistics. also, studies have been
conducted on the application assessment of Industry 4.0 technologies across a range of domains, including
logistics [18]. Dominique et al. [19] presented a study suggesting that after the spread of COVID-19,
stakeholder collaboration will be essential and that the adoption of digital technologies will promote
sustainable manufacturing for Industry 4.0. Torbacki [20] suggested a framework in the area of cybersecurity
utilized by organizations for sustainable manufacturing and sustainable Industry 4.0 using DANP and
PROMETHEE II. According to Bhosale et al. [21], the main threat-agent categories for connected and
autonomous vehicles have been determined from the body of research and cybersecurity studies. Marion et
al. [22] developed a framework that provides a strong base that can be customized to meet our needs for
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addressing the danger of data manipulation, evaluating cybersecurity frameworks, and determining which
choice is the most flexible.

Particularly in the last decade, the MCDM study field has expanded rapidly. However, a broader application
is dependent on their ability to address a specific issue and the quantity of resources (human, logistical,
financial, etc.) required for their implementation. There is no right or wrong approach, just approaches that
are more or less appropriate for the task and the available resources. In this study, we are analyzing the
measures for cybersecurity in Industry 4.0 for achieving sustainable manufacturing. This research aims to
develop a novel methodology based on IVNS-Delphi-FARE including factor relationship and comprehensive
distance-based ranking (COBRA) methods.

The remainder sections of this paper are organized as follows: A basic concept of interval-valued neutrosophic
sets is given in Section 2. Section 3 explains the Delphi method. Section 4 offers the FARE method. The
framework of cybersecurity in Industry 4.0, measures are ranked in Section 5 using D-FARE COBRA based
on IVNS. Section 6 gives a sensitivity analysis. Section 7 presents a comparative analysis. Section 8 presents

the conclusion.
2 | Interval-Valued Neutrosophic Sets (IVINS)

In this section, we present some concepts of interval-valued neutrosophic sets [23], which we will need in this

study.

Definition 2.1. Supposing X be a space of objects with generic elements X denoted by x. An interval-valued
neutrosophic set numbers (IVNNs) 4 is expressed, whereT, (x) = [T4, TY] is an interval truth-membership
function, I, (x) = [Ik, IJ] is an interval indeterminacy-membership function, Fy(x) = [FF, F{] is an interval
falsity-membership function, by

A =<[T§, TY], [1%,1Y], [FY, FY)> (1)
For each x € X, where T4(x), I4(x), F4(x) € [0, 1], and also execute the condition 0 < Sup T,(x) +
Suply(x) + SupF,(x) < 3.

Definition 2.2. Determining the IVNS evaluation scale to obtain experts' opinions as shown in Table 1.

Table 1. The interval-valued neutrosophic numbers set IVNNSs scale [24].

Linguistic term Neutrosophic sets
Equal importance < [0.5,0.5],[0.5,0.5],[0.5,0.5] >
Weakly more importance <[0.50, 0.60], [0.35, 0.45], [0.40, 0.50]>

Moderate importance < [0.55,0.65],[0.30,0.40],[0.35,0.45] >
Moderately mote importance < [0.60,0.70],[0.25,0.35],[0.30,0.40] >
Strong importance < [0.65,0.75],[0.20,0.30],[0.25,0.35] >
Strongly more importance < [0.70,0.80],[0.15,0.25],[0.20,0.30] >
Very strong importance < [0.75,0.85],[0.10,0.20],[0.15,0.25] >
Very strongly importance < [0.80,0.90],[0.05,0.10],[0.10,0.20] >
Extreme importance < [0.90,0.95],[0,0.05],[0.05,0.15] >
Extremely high importance < [0.95,1.0],[0.0,0.0],[0.0,0.10] >
Absolutely more importance < [1.0,1.0],[0.0,0.0],{0.0,0.0] >

Definition 2.3. Determining the score functions S(x) of IVNNs by Eq. (2).
sx) = (3) x [2+ Tk + 1Y - (21k) - (218) - Fk - F§] @

Definition 2.4. Aggregate the crisp value by using the average in Eq. (3).
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T4 (), TR (0] 1 (), IL ()L [F& FR]
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Where n number of experts.

3 | The FARE Method

The FARE (Factor Relationship) model was proposed by Ginevi cius [25] to calculate the criterion weights
in the MCDM approach based on the relationships among all the criteria. The experts are asked to provide
the amount of preliminary information. The relationships between the other criteria in the set and their
direction are then analytically defined by the first stage's established criteria. The criteria weights can be
determined once the overall impact of every individual criterion on the other criteria in the set. It is predicated
on drawing lines connecting the criteria of the decision-making process as in Figure 1 [26]. The quantitative
evaluation scale [27] which is presented in Table 2 used for ranking criteria and assessment of their inter-
relationship between system criteria.

Figure 1. The relationships between the criteria.

Table 2. The scale of quantitative evaluation of the interrelationship between the system’s [27].

Type of the effect Rating of the effect produced by Corresponding negative

Produced interrelationship (in points) Ratings
Almost none 1 -1
Very weak 2 -2
Weak 3 -3
Average 4 -4
Higher than average 5 -5
Strong 6 -6
Very strong 7 =7
Almost absolute 8 -8
Absolute 9 -9

Definition 3.1. Determining the potential impact of the criteria according to the experts as follows:
pj =sj(n—1) )

Where pj x,is the potential impact of the criteria, n number of ctiteria, S is the maximum value of the

evaluation scale.

Definition 3.2. Determining the impact of critetia on major criteria in which partt of the potential impact of
the criteria has been transferred to the first criteria as Eq. (5).

alj =a-— aq (5)
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where @, j is the impact of the jth criterion on the first main criterion C1 and a4, is the part of the jth criterion

potential impact transmitted to the C1.

Definition 3.3. Determining the total potential impact of all criteria is calculated using Eq. (6).
pj = Xj=11; ©)

Definition 3.4: Computing the factual potential impact of the jth criterion by Eq. (7).

pl =pj+p=p;+s5(n—1) @)
Definition 3.5. Computing the criteria weights by Eq. (8).

f
D; pi—naqj+sj(n—1)

wj = 8 Tyt 2 (8)
Ds ns;j(n—-1)

4 | The Delphi Method

A team of academics (Dalkey and Heimer) at the Research and Development (RAND) Corporation, a
nonprofit corporation founded for the public welfare and security of the United States, created the Delphi
technique [28]. Originally intended as an interactive, methodical forecasting technique based on a panel of
experts, to develop the structured qualitative group communication method. This technique has been used to
evaluate renewable energy development projects [29] and has other wide applications in several fields in
industrial and energy systems in traditional forms, by itself or in merger with other methodologies [30]. This
approach was developed and used for a systematic study that needed to get the most trustworthy opinion
consensus from specialists. These experts were given a series of questionnaires to complete and then received
controlled feedback to reach an agreement. So, the Delphi technique is an interactive process that relies on a
questionnaire and surveys based on the answers provided by experts in multiple rounds. For every round, an
anonymous synopsis of the experts' opinions is presented. These iterative questionnaires keep going until they
reach a consensus and integrate expert opinions. It was used to determine the values of criteria weights, which
were supposed to be equal and were used to create the ranking. After alternative evaluations produced decision
matrices, contradiction analyses were performed, and the resulting contradiction rates were displayed. We
need to determine the degree of the most important criterion. For this reason, this questionnaire was created
to enable comparisons between criteria. The cybersecurity measures in the Industry 4.0 questionnaire highlight
the purpose of the research, which determines the importance of the criteria. The Delphi technique has been

used recently, either by itself or in conjunction with other methods and we will use FARE with it.
5 | The COBRA Method

In this section, we presented the Comprehensive Distance Based Ranking (COBRA) method which was
proposed by [10], and used a unique method to rank alternatives according to how far away they are from
three different types of solutions: average, negative ideal, and positive ideal.

Definition 5.1. Forming the decision matrix x by determining the assessments (x;;) of the options (i =

1,....,m) in respect to the critetia (j = 1,...,m).

X114 - X1im
“lla )
Xn1 o Xnm

where 1 is the total number of criteria, and m is the total number of the alternatives.

Definition 5.2. Forming the normalized decision matrix by Eq. (10).

xij

)

(10)

Y maxx;;
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Definition 5.3. Forming the weighted normalized decision matrix by Eq. (11).
A=lwixsy] (11)

Definition 5.4. Determining the positive ideal PISj, the negative ideal NIS; and the average solution AS; for

each criterion by following equations.

PIS; = max(w;j X §;;) V j € Benefit (12)
PIS; = min(w;j X §;j) V j € Cost (13)
NIS; = min(w; X §;;) V j € Benefit (15)
NIS; = max(wj X 6;j) Vj € Cost (16)

_ S WX

AS; V j € Benefit, Cost (17)

Definition 5.5. Calculating the Euclidian dE and Taxicab dT distances for the positive ideal solution.

dE(PIS)); = Jz;zl(Plsj — W, X 8;)? (18)
dT(PIS)); = X7, |(PIS; — wj X &) (19)
For the negative ideal solution:

dE(NIS)); = \/z;’;l(NISJ- —w; X §;)2 (20)
dT(NIS;)); = Y72, |(NIS; —w; X &;5) 21)

For the positive distance of the average solution:

1 if AS; < w; X §;;

=10 a5 mxd @
0 if AS; > w; X §;;

For the negative distance of the average solution:
1 if AS; > w; X §;;

“=lo a5, <mxs o
0 if AS; <w; X6y

Definition 5.6. Determining the distances of the positive ideal solutions and the distances of negative ideal
solutions, the positive distances of the average solution, and the negative distances of the average solution for
each alternative by following Eq. (28).

d(S;) = dE(S;) + o x dE(S;) x dT(S;) (28)
Where S; is the solution of (PIS;, NISj, ASj), 0 is the correction coefficient obtained by Eq. (29).

o = max dE(Sj) — min dE(Sj) (29)
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Definition 5.7. Ranking the alternatives based on the increasing values of the comprehensive distances
dC; by Eq. (30).

d(PIs)i—d(NIsj), -d(4s;),” +d(As));
4

dc; = (30)

6 | Case Study: Assessment of Cybersecurity Measures in Industry 4.0
using Proposed IVN-D-FARE-COBRA Method

The proposed approach suggests a hybrid approach to decision-making, which is a combination of IVNS -D-
FARE (Interval-Valued Neutrosophic Numbers Set— Delphi — Factor Relationship methods) [25], [23], [28]
and Comprehensive Distance Based Ranking (COBRA) method [10] to prioritize cybersecurity measures or
procedures in Industry 4.0. This research has six criteria which are Awareness and Training C1, Waste of
Materials and Energy C2, Software Affordable C3, Improvement Procedures C4, Operating Downtime C5,
and Cyber Attack C0, for evaluating five cybersecurity measures, these measures are Data Encryptions Al,
Network Security A2, Regular Audits and Monitoring A3, Software Versions A4, Cloud Servers A5. As shown

in Table 3 many criteria must be taken to evaluate the proposed model.

Table 3. The Criteria of cybersecurity measures in Industry 4.0 for sustainability manufacture.

Criteria Descriptions
Awareness and Training C1 Increase awareness among Industry 4.0 actors and train them to deal with any threat
Waste of Materials and Energy C2 As a result of data falsification that occurs among participants in Industry 4.0
Software Affordable C3 The fee that you pay to get the software should be more affordable
Improvement Procedures C4 Improve technical measures to ensure Industry 4.0 security

A A The amount of time that a device is unavailable, and can be caused by hatdware or
Operating Downtime C5 . .
software, maintenance, upgrades, power outages, network issues, and human error

Cyber Attack C6 Secure the industry supply chain management operations to repel an attack

Also, the set of alternatives of cybersecurity measures in Industry 4.0 to sustainability manufacture is needed

for the evaluation as in Table 4.

Table 4: alternatives of cybersecurity measures in Industry 4.0 to sustainability manufacture.
Alternatives Descriptions
Modifying data is regarded as a major risk to organizations, with disastrous outcomes.

Data Encryptions Al Organizations must implement a cybersecurity framework to defend themselves from these

online dangers
. A structure for network data and servers that keeps an organization's network secure and
Network Security A2 .
monitors and responds to attack threats

. Organizations may regularly check and monitor business processes for compliance with any
Regular Audits and 5 Y regwary P p y

L. deviation from the deliberate levels of effectiveness and performance, thanks to continuous
Monitoring A3

monitoring
Software Versions Ad Organizations should always look for updated and upgradec.l software versions to get the best
results, performance, and efficiency
Cloud Servers A5 An important pillar of Industry 4.0 technology for smart factories and smart production that

enables easier, more intuitive, and cost-effective systems

The comparison matrices were established based on evaluations of the previous five alternatives regarding six
criteria. The Delphi method was used to obtain more accurate results based on a panel of experts’ consensus
and the FARE (Factor Relationship) method was used to determine the weights of criteria for each
cybersecurity measure in Industry 4.0. It eliminates the contradictions that existed in the comparison matrixes,

weights could then be computed and contradictions eliminated.
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To determine the most effective cybersecurity measures in Industry 4.0 propose solutions to get over

impediments, and apply neutrosophic COBRA to rank the alternatives, experts were given the assignment to

determine the important criteria that received the highest ranking in multiple rounds. In the first round,

stakeholders submitted research topics, and experts grouped them according to themes. In the second round,

stakeholders ranked all research questions based on their responses to a survey. In the final round,

stakeholders worked on research proposals after evaluating questions with the highest scores and grouped

them. We used the quantitative evaluation scale in Table 2 for the interrelationships between system criteria.

The goal of this ranking is for the lower-order criterion to have less impact on the higher-order criteria. This

means that higher criteria weights should be assigned to higher rating criteria. Figure 2, describes the steps to

implement the proposed model for the process of integrating the multi-criteria decision-making MCDM
approach of FARE (Factor Relationship) and the Delphi which is based on the relationships between all the
criteria for the definition of criteria weights.

Phasel: Data Collection

Collecting data from experts
Identifying evaluation criteria
Identifying the initial set of the alternatives

NANRN

$

Phase 2: VNS

v Applying interval-valued neutrosophic numbers set
and scale evaluation
¥ Generating crisp values

$

Phase 3: Calculation criteria weights by FARE method

ENENENENRN

Define the scale of quantitative

Deternmining the potential impact for each criterion
Ranking criteria and finding relationship
Determining potential impact

Calculating total impact

Deternmine the weights of criteria

s 4

Evaluations (Round 1)

Phase 4: Delphi method

!

Evaluations (Round 2) [—*

Eespondents of Survey, the "correct” answer will be
found when the range of possible replies narrows.
Creating the Final set of alternatives

$

Phase 4: Evaluations the alternatives by COBEA method

¥ Determining positive ideal. negative ideal, average
zolution for each criterion

¥ Determining distance of positive ideal, negative
ideal, positive average solution, negative average
solution for each alternative

v Rank the alternative by comprehensive distance

Figure 2. The conceptual proposed framework of the MCDM model.

Step 1. Establish the decision matrix.
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The goal is to order the cybersecurity measures in Industry 4.0 to sustainability manufacturers. Suppose that
the selected set of criteria is C = (C1, C2, €3, C4, C5, CO), set of cybersecurity measures are A = (A1, A2, A3,

A4, A5), and Ex = (Ex1, Exs, Exs) be a set of experts.

Step 2. Construct the models and the decision matrix by converting linguistic variables into Interval-Valued

Neutrosophic Numbers using Table 1, and aggregate the decision matrix by using Eq. (3) as displayed in

Table 5.

C1

<[0.683,0.733],

[0.25,0.283],
[0.267,0.333]>
<[0.7,0.767],
[0.2,0.267],
0.233,0.3]>

<[0.767,0.833)],

[0.133,0.183],
[0.167,0.233]>

<[0.667,0.767],

[0.183,0.283],
[0.233,0.333]>
<[0.767,0.85],
[0.117,0.183],
[0.15,0.25]>

Table 5. The aggregated matrix of the expert’s opinions.

C2
<[0.65,0.75],
[0.2,0.3],
[0.25,0.35]>
<[0.75,0.817],
[0.15,0.217],[0
183,0.25]>
<[0.8,0.833],
[0.167,0.16],
[0.167,0.23]>
<[0.8,0.867],
[0.1,0.167),
[0.133,0.2]>
<[0.733,0.81],
[0.133,0.21],
[0.183,0.28]>

C3
<[0.75,0.817],
[0.15,0.217],
[0.183,0.25]>

<[0.683,0.783],

[0.167,0.25],
[0.217,0.317]>
<[0.8,0.867],
[0.1,0.167],
[0.133,0.2]>
<[0.7,0.75],
[0.217,0.267],
[0.25,0.317]>
<[0.95,0.983],
[0,0.017],
[0.017,0.083]>

c4
<[0.617,0.717],
[0.233,0.333],
[0.283,0.383]>
<[0.667,0.767],
[0.183,0.267),
[0.233,0.333]>
<[0.75,0.833],
[0.117,0.2],
[0.167,0.267]>
<[0.733,0.783],
[0.2,0.233],
[0.217,0.283]>
<[0.733,0.817],
[0.15,0.217],
[0.183,0.283]>

Cs5
<[0.817,0.883],
[0.067,0.133],
[0.117,0.217]>
<[0.7,0.767],
[0.2,0.267],
[0.233,0.3]>
<[0.85,0.917],
[0.05,0.1],
[0.083,0.15]>
<[0.75,0.833],
[0.133,0.2],
[0.167,0.267]>
<[0.85,0.917],
[0.067,0.1],
[0.083,0.183]>

C6
<[0.65,0.7],
[0.283,0.317],
[0.3,0.367]>
<[0.667,0.767],
[0.183,0.267],
[0.233,0.333]>
<[0.767,0.833],
[0.133,0.2],
[0.167,0.233]>
<[0.767,0.85],
[0.117,0.183],
[0.15,0.25]>
<[0.767,0.833],
[0.133,0.2],
[0.167,0.233]>

Step 3. After obtaining the aggregate matrix by taking the average of the expert opinions using Eq. (3), convert
the IVN numbers into crisp values by using the score function in Eq. (2) as shown in Table 6.

Table 6. The crisp decision-matrix.

C1 C2 C3 C4 C5 Co6
Al 0.4375 0.45 0.6 0.383333 0.741667 0.370833
A2 0.5 0.6 0.525 0.491667 0.5 0.491667
A3 0.641666667 0.641667 0.7 0.629167 0.808333 0.633333
A4 0.483333333 0.7 0.479167 0.5375 0.620833 0.654167

A5 0.654166667 0.595833 0.95 0.5875 0.791667 0.633333

Step 4. When the relationship between the main criterion in our study C1 and other criteria was determined,
it was calculated to reconsider the extent of agreement of the results. According to Table 7, experts rated C4
as +7, meaning that the impact on main criterion C1 of C4 is higher than average. Therefore, C4 moves its
potential effect to +3, and so on. The higher order criterion takes part of the potential of the lower order
criterion because the lower order criterion has less impact on the higher order criteria. The ranking of the
first criterion is 1, and the ranking of the second criterion is 4. Consequently, some of the potential impacts
of the second criterion should be transferred to the first criterion as Figure 3.

Table 7. Part of the potential impact criterion moves to the first main criterion.

Criteria c1 C5 C3 C2 C4 Co
C1 -—- +3 +6 +4 +7 +5
Criteria C1 C5 C3 C2 C4 Co6

C1 - +7 +4 +6 +3 +5
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Figure 3. The relationship between the main criterion (C1) and the other system’s criteria.

The criteria are ranked based on their importance and relationship. The plus or minus sign denotes the
direction of the relationship according to Table 2, indicating that the criterion either impacts or depends upon
the criterion of another system. As shown in Table 8 negative relationship indicates that the criterion under
consideration is not as important as the criterion with which it is associated. Therefore, it allows her to reach
some of her potential. Conversely, a positive correlation indicates that the criterion under consideration
amplifies the potential of another criterion, thus increasing its impact potential.

C1
C2
C3
C4
C5
Cé6
Total

Table 8. The matrix of the potential equilibrium.

Cc1

-25

C3

C4
6
-1

2
0
3
1

11

C5
3
4
1
3
0
2
7

Step 5. Table 9 shows the calculated potential equilibrium of the criteria, calculated the total potential impact
using Eq. (6) based on the data presented in the first row of the matrix. When the total effect of dependence
equals zero, the results of these calculations agree with each other.

C1
C2
C3
C4
C5
Cé6
Total

C1

Table 9. The results of the total effect (dependence) of the criteria.

C2

N R —m, WO

17

C3

C4

— W O N

C5 Co
3 5
-4 -2
-1 1
-3 -1
0 2
-2

-7 5

Total effect,

(Dependence) p;

25
-17
1
-11

P

62
20
38
26
44
32

222

Step 6. The weight was calculated using Eq. (8), and the FARE approach was used to analyze and evaluate
the impact and relationship between cybersecurity measures in Industry 4.0, which produced a priority list of

all possibilities considered. Then, the Delphi method was applied to verify the validity of these results.

Wj

0.279279

0.09009

0.171171

0.117117

0.198198

0.144144
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Step 7. In our study, the Delphi approach was integrated with the FARE method to produce more exact
results. Experts were requested to respond to questions in two rounds. The stakeholders present an
anonymized summary of the expert opinions for the preceding round. Experts can evaluate their responses
in light of feedback from other group experts. It is anticipated that, as a result of this process, an accepted
response will emerge and the range of answers will narrow. A second round of surveys was conducted after
the results of the calculations using the FARE approach. Stakeholders were able to evaluate their responses
in light of additional professional comments in this way. This round's findings determine the accepted answer,
and the process ends with a predetermined ending criterion according to the number of rounds or the stability
of the results [31]. However, none of the participants indicated a desire to change what they contributed, and
thus the study results were unchanged.

Step 8. Now the COBRA method in this study to calculate the final rank of the alternatives by applying the
following steps. Establish the normalized decision matrix by applying Eq. (10) as shown in Table 10.

Table 10. The normalized decision matrix.

c1 C2 C3 C4 C5 Co6
max Min max max min Min
Weights = 0.279279 = 0.09009 = 0.171171 = 0.117117 = 0.198198  0.144144
Al 0.66879 | 0.642857 = 0.631579 = 0.609272  0.917526 = 0.566879
A2 0.764331 = 0.857143 = 0.552632  0.781457  0.618557 = 0.751592
A3 0.980892 ' 0.916667 @ 0.736842 1 1 0.968153
A4 0.738854 1 0.504386 = 0.854305  0.768041 1
A5 1 0.85119 1 0.933775  0.979381 @ 0.968153

As shown in Table 11, the weighted normalized decision matrix was obtained by applying Eq. (11).

Table 11. The weighted normalized decision matrix.

C1 C2 C3 C4 C5 Co6

max Min max max min Min
Weights = 0.279279 = 0.09009 = 0.171171 = 0.117117 = 0.198198  0.144144
Al 0.186779 = 0.057915 0.108108 0.071356 = 0.181852 = 0.081712

A2 0.213462 =~ 0.07722  0.094595 = 0.091522  0.122597 = 0.108338
A3 0.273943 = 0.082583 = 0.126126 = 0.117117 = 0.198198  0.139554
A4 0.206346 =~ 0.09009 = 0.086336 = 0.100054 = 0.152224  0.144144
A5 0.279279 = 0.076684  0.171171 @ 0.109361 = 0.194112  0.139554

To rank the alternatives as shown in Table 12, the distances of the positive ideal solutions and the distances
of negative ideal solutions, the positive distances of the average solution and the negative distances of the
average solution for each alternative were determined by Eq. (28) and the result shown in Figure 4.

Table 12. Ranking of the alternatives.

Alternatives  d(PIS;); d(zvzs,)i d(A Si),-+ d(AS);” dc; RANK
Al 0.049054 0.029641 0.002914 0.025352  0.010463 1
A2 0.043338 0.034815 0.000596 0.02248 0.007602 3
A3 0.04111 0.038756 0.020218 0 -0.00447 4
A4 0.052706 0.022047 0.009332 0.017162 = 0.009622 2
A5 0.035104 0.05223 0.03087 0.000605 = -0.01185 5
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Figure 4. Ranking of the alternatives.
7 | Sensitivity Analysis

In this section we present sensitivity analysis which is useful for experts, alternatives, and criteria to prove the
stability of the ranking of alternatives under specific cases, it has been carried out for the rank of alternatives.
To assess the sensitivity of the solutions found in this study, six cases were created. In each case, the most

significant weight criterion is 0.5, and the other criteria are equal the result appeared in Table 13.

Table 13. The result of the sensitivity analysis of the system.

Criteria Original Case 1 Case 2 Case 3 Case 4 Case 5 Case 6

Data Encryptions Al 0.010463 0.052491 = —0.00279 0.040821 0.067362 0.027808 —0.00377
Network Security A2 0.007602 0.026921 0.016132 0.063771 0.016547  —0.00387 0.008393
Reﬁfﬁ;ﬁ;‘:;;nd ~0.00447 —0.04478 0010116 —0.00499 —0.05631 001814 0023182
Software Versions A4 0.009622 0.034346 0.028316 0.077971 | —0.00399  0.005146 0.037809
Cloud Servers A5 —0.01185 -0.05429 -0.00584 —0.09404 —0.0439 0.011898 0.017355

As shown in Table 14 the alternatives are interchangeable, in the original case and Case 1 the rank of
alternatives is equal but when the important weight criterion is in other cases the rank is exchanged. According
this rank of

arranging the

to Table 14, Case 1 the increase in the weight of criterion 1 leads to alternatives

Al,A4,A2, A3, AS.
A4,A2,A3,A1, AS.

Case 2 the increase in the weight of criterion 2 leads to alternatives

Case 3 the increase in the weight of criterion 3 leads to arranging the alternatives

A4,A2,A1, A3, AS.
Al,A2, A4, A5, A3.
A1, A3, A5, A4, A2.
A4, A3,A5,A2, Al

Case 4 the increase in the weight of criterion 4 leads
Case 5 the increase in the weight of criterion 5 leads

Case 6 the increase in the weight of criterion 6 leads

to
to

to

arranging the
arranging the
arranging the

Table 14: The ranked alternatives in the cases of sensitivity analysis.

alternatives
alternatives

alternatives

Criteria Original Casel Case2 Case3 Case4 Case5 Case6
Data Encryptions Al 1 1 4 3 1 1 5
Network Security A2 3 3 2 2 2 5 4
Regular Audits and Monitoring A3 4 4 3 4 5 2 2
Software Versions A4 2 2 1 1 3 4 1
Cloud Servers A5 5 5 5 5 4 3 3
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So, as shown in Figure 5 the weight differences become more significant which impacts the ranks of the

alternatives.

Cybersecurity measures in Indusrty 4.0

Cloud Servers AS Network Security A2

e Origin al

Case 1

~— Case 2

Software Versions A4 s 2
Vionitoring A3

Figure 5. The ranked alternatives in the cases of sensitivity analysis.

8 | Comparative Analysis

In this section, we will conduct a comparison analysis to confirm the viability of the proposed decision-making
method based on the rank of the alternatives. We compated the proposed method with other famous methods
(.e., PROMETHEE II [32], ARAS [33]). The experts have evaluated the second survey questionnaire using
the COBRA method, which is used to evaluate each alternative measure concerning the criteria selected. The
ranking process of the alternatives ratings where the best alternative is ranked "1", the good alternative is
ranked "2", the fair alternative is ranked "3", the bad alternative is ranked "4", and the worst alternative is
ranked "5". To obtain the result of Table 15 we compare the tesults of PROMETHEE II, ARAS methods

with the result of the proposed method; we have used the same critetia and alternatives, and method of weight.

Table 15. Ranking of cybersecurity measures in the proposed study, PROMETHEE II, ARAS.

Alternatives Proposed approach = PROMETHEE II ARAS
dc; Rank @(x); Rank S(x); Rank
Data Encryptions Al 0.010463 1 —0.13337 4 0.168841 5
Network Security A2 0.007602 3 0.047535 3 0.173095 4
Regular Audits and Monitoring A3 —0.00447 4 0.080594 2 0.229231 2
Software Versions A4 0.009622 2 —0.21833 5 0.18936 3
Cloud Servers A5 —0.01185 5 0.223568 1 0.239474 1
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Figure 6. Ranking alternatives by COPRA, PROMETHEE II, ARAS.

After obtaining the result shown in Figure 6, we apply the Spearman correlation coefficient method [34] using
Eq. (31) to determine whether two variables are correlated or not.

5@

Te =
S m.(m2-1)

€2
Where m number of alternatives, d; the difference between the ranks of the two methods.

15 will set between [—1, +1] and the strong correlation appears when the value is close to —1 (petfect negative
correlation between all ranks), or +1 (petfect positive relationship between all ranks), and the weak correlation
appears when the value is close to 0 (no correlation between all ranks). The result of Spearman correlation is
equal to 0.999993533 between the proposed method and the PROMETHEE II method, and equal to
0.951130838 between the proposed method and ARAS method according to Eq. (31). There is a strong
positive relationship between the alternative ranks obtained by the proposed method and the PROMETHEE
II method, or the ARAS method. Based on the results obtained, the proposed method has good performance
compared to other methods since it can handle uncertainty and simulate a natural decision-making process.

9 | Managerial Implications

This study aimed to assist stakeholders in choosing the most suitable cybersecurity measures of Industry 4.0
for ensuring sustainability in manufacturing based on environmental criteria and alternatives. The proposed
approach is better than traditional approaches since it handles uncertainty, simulates natural decision-making,
and then enables stakeholders and managers of smart factories to choose the most suitable cybersecurity
measures. It also helps in reducing the threats to the network of factories.

10 | Conclusion

The fourth industrial revolution is also referred to as Industry 4.0. The first industrial revolution was the
mechanical revolution that occurred in the 18th century with the invention of the steam engine and the train.
Then came the second industrial revolution in the twentieth century as a result of the discovery of electrical
energy. The third industrial revolution began in the 1970s with the launch of the digital computer and rapid
automation. Then came Industry 4.0 which is about merging the physical, biological, and digital worlds due
to the advancement of artificial intelligence and the Internet of Things. Industry 4.0 is supposed to represent
a new era in intelligent and self-independent manufacturing. It more thoroughly combines communication,

information, and intelligence technologies with manufacturing operations systems. With increasing number
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of companies are depending on digital infrastructure, making cybersecurity a crucial problem. Governments
all around the world have implemented cybersecurity measures for Industry 4.0 that aid in securing digital
ecosystems and thwarting cyberattacks to safeguard sensitive data from online dangers.

During the decision-making process, a number of criteria led us to employ multicriteria decision-making
procedures. The proposed study suggests a hybrid approach to decision-making, which is a combination of
the MCDM approaches under the neutrosophic environment “IVNS-D-FARE-COPRA” method to
prioritize cybersecurity measures in Industry 4.0 to achieve sustainable manufacturing during the
implementation solutions of cybersecurity. The result showed that alternative one “Data Encryptions” is the
best one, and alternative five “Cloud Servers” is the worst one. The influence of criteria weights on the ranking
of the alternatives was examined in a sensitivity study to verify the model's stability. A comparative study was
carried out to verify the model's performance and robustness with other models. In the future, we will be
extending the framework to apply more criteria and alternatives and use other approaches for ranking the
alternatives.
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