
           Corresponding Author: saskar@ksu.edu.sa 

        1       https://doi.org/10.61356/j.aics.2024.1297 

                            Licensee Artificial Intelligence in Cybersecurity. This article is an open access article distributed under the terms and 

                            conditions of the Creative Commons Attribution (CC BY) license (http://creativecommons.org/licenses/by/4.0). 

 

 
 

 

 

 

 

 

1 |Introduction    

The proliferation of Internet of Things (IoT) devices and the subsequent rise in edge computing have 

significantly transformed the digital landscape. Edge computing brings computational resources closer to the 

data source, reducing latency and enhancing real-time data processing capabilities [1-2]. However, this 

paradigm shift also introduces new security challenges. The decentralized and often resource-constrained 

nature of edge networks makes them particularly vulnerable to various cyber threats, necessitating robust and 

proactive intrusion detection mechanisms [3-5]. 

Intrusion detection systems (IDS) have long been a cornerstone of network security, designed to monitor and 

analyze network traffic for signs of malicious activity [6]. Traditional IDS solutions, however, are primarily 

tailored for centralized environments, such as data centers and cloud infrastructures, and may not be suitable 

for the dynamic and distributed nature of edge networks [7-8]. The unique characteristics of edge computing 
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attack traffic samples. The proposed method achieves promising results, as evidenced by the receiver operating 
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demand innovative approaches that can effectively operate within these constraints while providing real-time 

and accurate threat detection. 

In this context, machine learning (ML) emerges as a powerful tool for enhancing intrusion detection 

capabilities. ML algorithms can learn from vast amounts of data, identifying patterns and anomalies that may 

indicate security breaches. By leveraging the predictive power of ML, IDS can transition from reactive to 

proactive, anticipating and mitigating threats before they can cause significant harm [9-11]. 

This paper presents "EdgeGuard," a machine learning-based framework for proactive intrusion detection on 

edge networks. EdgeGuard is designed to address the specific challenges of edge computing environments, 

including limited computational resources, varying network conditions, and the need for real-time processing. 

The framework integrates advanced ML techniques to create a robust, adaptive, and efficient IDS tailored for 

edge networks. 

2 |Background and Literature 

This section provides a comprehensive overview of the foundational concepts essential to this study, 

including the architecture and operational principles of edge computing [12-15]. Recent advancements in edge 

computing and the increasing ubiquity of Internet of Things (IoT) devices have catalyzed significant research 

into securing these environments against various cyber threats. This section reviews key literature that 

addresses different aspects of intrusion detection systems (IDS) tailored for edge computing. Lin et al. [16] 

explore the challenge of fair resource allocation in IDS for edge computing, emphasizing the necessity to 

ensure the security of IoT devices. Their work in "Fair Resource Allocation in an Intrusion-Detection System 

for Edge Computing" provides a framework that balances security and resource usage, which is crucial given 

the limited computational capabilities of edge devices. Santhadevi and Janet [17] present EIDIMA, an edge-

based intrusion detection system specifically designed to counter IoT malware attacks using decision tree-

based boosting algorithms. Their approach, discussed in "EIDIMA: Edge-Based Intrusion Detection of IoT 

Malware Attacks," showcases the effectiveness of ensemble learning techniques in enhancing detection 

accuracy and speed in constrained environments. 

Wazid et al. [18], in their study "RAD-EI: A Routing Attack Detection Scheme for Edge-Based Internet of 

Things Environment," introduce a scheme that targets routing attacks in IoT networks. This research 

highlights the importance of specialized detection mechanisms that can operate efficiently within the limited 

resources typical of edge-based systems. Mohy-eddine et al. [19] propose an ensemble learning-based 

approach for intrusion detection in Industrial IoT (IIoT) edge computing environments. Their study, "An 

Effective Intrusion Detection Approach Based on Ensemble Learning for IIoT Edge Computing," 

demonstrates significant improvements in detection rates by leveraging multiple learning algorithms to 

address diverse attack vectors. Kalnoor and Gowrishankar [20] investigate the application of intelligent IDS 

in IoT-based smart environments. Their work, titled "IoT-Based Smart Environment Using Intelligent 

Intrusion Detection System," explores how soft computing techniques can enhance the adaptability and 

robustness of IDS in dynamic IoT ecosystems. 

Li et al. [21] present ADRIoT, an edge-assisted anomaly detection framework aimed at mitigating network 

attacks in IoT settings. In their paper, "ADRIoT: An Edge-Assisted Anomaly Detection Framework Against 

IoT-Based Network Attacks," they emphasize the critical role of edge computing in providing timely and 

accurate anomaly detection to safeguard IoT networks. Kumar et al. [22] address the detection of attacks on 

IP-based IoT deployments using intelligent edge computing techniques. Their research, discussed in 

"Intelligent Edge Detection of Attacks on IP-Based IoT Deployments," underscores the potential of 

integrating machine learning models directly on edge devices to enhance security measures. Aldaej et al. [23] 

explore deep learning-inspired IDS mechanisms for edge computing environments. Their study, "Deep 

Learning-Inspired IoT-IDS Mechanism for Edge Computing Environments," illustrates the application of 

deep learning models in identifying complex intrusion patterns, thus improving the resilience of IoT systems 

against sophisticated attacks. 
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Sha et al. [24] provide a comprehensive survey of edge computing-based designs for IoT security in their 

paper "A Survey of Edge Computing-Based Designs for IoT Security." This survey highlights various 

strategies and frameworks proposed to enhance the security of IoT networks through edge computing 

solutions. Tekin et al. [25] examine the energy consumption implications of on-device machine learning 

models for IoT intrusion detection. Their research, "Energy Consumption of On-Device Machine Learning 

Models for IoT Intrusion Detection," presents critical insights into the trade-offs between security and energy 

efficiency, which is paramount for battery-operated IoT devices. Lastly, Mohamed and Aydin [26] review 

various IoT-based intrusion detection systems in their paper "IoT-Based Intrusion Detection Systems: A 

Review." This review synthesizes current research trends and identifies emerging challenges and opportunities 

in the field, providing a comprehensive overview of the state-of-the-art in IoT IDS. 

3 |Material and Method 

In this section, we detail the materials and methodologies employed in the development and evaluation of 

EdgeGuard, our proposed machine learning-based intrusion detection system for edge networks. Our method 

leverages convolutional neural networks (CNNs) arranged in a residual fashion to effectively capture and 

analyze complex patterns in network traffic data, enhancing the system's ability to detect intrusions with high 

accuracy. 

The core of EdgeGuard's intrusion detection capability is a CNN architecture enhanced with residual 

connections, inspired by ResNet models. Residual connections help mitigate the vanishing gradient problem 

and allow for deeper network architectures, improving feature extraction and model performance. 

Let 𝑋 represent the input data tensor, and 𝐹(𝑋) denote the output of a convolutional layer or a sequence of 

convolutional layers. In a traditional CNN, the output of each layer lll is fed directly to the next layer 𝑙 + 1. 

In contrast, our residual CNN architecture introduces a shortcut connection that adds the input 𝑋 directly to 

the output of 𝐹(𝑋). 

Mathematically, this can be expressed as:  

𝑌 = 𝐹(𝑋) + 𝑋                (1) 

where 𝑌 is the output of the residual block. This formulation allows the network to learn an identity mapping 

more easily, facilitating the training of deeper networks. 

Each convolutional layer in our model is defined by a set of filters 𝑊 and biases 𝑏. The operation of a 

convolutional layer can be expressed as: 

 𝐹(𝑋) = 𝜎(𝑊 ∗ 𝑋 + 𝑏)                (2) 

where ∗ denotes the convolution operation, and 𝜎 is an activation function, typically a Rectified Linear Unit 

(ReLU). The addition of the input 𝑋 to the output 𝐹(𝑋) forms the residual connection. The residual blocks 

are repeated to form a deep network capable of capturing intricate patterns in the data. This architecture not 

only improves the network's ability to detect subtle anomalies indicative of intrusions but also enhances its 

generalization capabilities. 

3.1 |Training and Optimization 

The network is trained using a labeled dataset where each sample is categorized as normal or intrusive. The 

loss function used is the categorical cross-entropy, defined as: 

 𝐿 = −∑ 𝑦𝑖𝑙𝑜𝑔 (𝑦̂𝑖)                (3) 

where 𝑦𝑖 is the true label, and 𝑦̂𝑖 is the predicted probability for class 𝑖. The model parameters are optimized 

using the Adam optimizer, which adjusts the learning rate adaptively to converge efficiently. 
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3.2 |Evaluation Metrics 

To assess the performance of EdgeGuard, we employ several evaluation metrics, including accuracy, 

precision, recall, and F1-score. These metrics provide a comprehensive evaluation of the model's capability 

to correctly identify intrusions while minimizing false positives and false negatives. 

4 |Results and Discussions 

Our experiments are conducted using the Edge-IIoTset Cyber Security Dataset, a comprehensive dataset 

designed to evaluate intrusion detection systems in edge computing environments. The dataset comprises a 

total of 1,932,201 samples, categorized into both normal and various attack types. The distribution of the data 

is as follows: 1,615,643 samples are normal traffic, while the remaining 316,558 samples represent different 

types of attacks. These attacks include DDoS_UDP (121,568 samples), DDoS_ICMP (116,436 samples), SQL 

injection (51,203 samples), password attacks (50,153 samples), vulnerability scanner (50,110 samples), 

DDoS_TCP (50,062 samples), DDoS_HTTP (49,911 samples), uploading attacks (37,634 samples), backdoor 

attacks (24,862 samples), port scanning (22,564 samples), XSS attacks (15,915 samples), ransomware (10,925 

samples), MITM attacks (1,214 samples), and fingerprinting (1,001 samples). This diverse dataset enables a 

thorough evaluation of EdgeGuard's performance across a wide range of cyber threats, ensuring its robustness 

and efficacy in detecting intrusions in real-world edge computing scenarios. 

 
Figure 1. ROC curve of the proposed method. 

 

The receiver operating characteristic area under the curve (ROCAUC) of our proposed method is illustrated 

in Figure 1. This graphical representation provides a comprehensive overview of the model's performance 



   Ahmed and Askar | Artificial Intell. Cyb. 1 (2024) 37-43 

 

04 

across different threshold values, showcasing its ability to balance true positive and false positive rates 

effectively. A higher ROCAUC value indicates superior discriminative power and better overall performance 

of the intrusion detection system. By analyzing the ROC curve, we can assess the trade-off between sensitivity 

and specificity and determine the optimal operating point for the model. The ROCAUC metric serves as a 

reliable indicator of EdgeGuard's capability to accurately detect intrusions while minimizing false alarms, thus 

demonstrating its effectiveness in enhancing the security posture of edge computing environments. 

The confusion matrix of our proposed method is depicted in Figure 2, providing a detailed breakdown of the 

model's classification performance across different classes of network traffic. This matrix enables a granular 

analysis of the true positive, false positive, true negative, and false negative predictions made by the intrusion 

detection system. By visually inspecting the confusion matrix, we can identify areas where the model excels 

in correctly classifying instances of normal traffic and various types of attacks, as well as areas where 

misclassifications occur. This comprehensive evaluation allows us to assess the model's strengths and 

weaknesses, understand its error patterns, and refine its performance through targeted optimization strategies. 

 
Figure 2. Confusion matrix of the proposed method. 

5 |Conclusions 

Our study introduces EdgeGuard, a machine learning-based intrusion detection system tailored for edge 

networks. Leveraging convolutional neural networks with residual connections, EdgeGuard demonstrates 

robust performance in accurately detecting intrusions amidst diverse network traffic types. Through 

comprehensive evaluations using the Edge-IIoTset Cyber Security Dataset, we showcase EdgeGuard's 

effectiveness in enhancing the security posture of edge computing environments. By addressing the unique 

challenges posed by edge networks and offering proactive threat detection capabilities, EdgeGuard represents 

a significant step towards safeguarding IoT ecosystems against evolving cyber threats, ultimately contributing 

to the resilience and integrity of edge computing infrastructures. 
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