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1 |Introduction 

Nowadays, all organizations based on online jobs including government, education, health, finance, and the 

media, are dependent on computer and internet services. The internet now plays a major part in our daily 

lives. Networking among businesses is important to increasing productivity and profitability. The Internet 

offers convenience and many advantages, but it also has significant drawbacks and threats. 

Russia and China are in the first global malicious attacks [1]. The India National Crime Records Bureau 

(NCRB) has recorded 52,000 cases of cybercrimes since 2021[2]. We suffer very much if there is a disruption 

in the connection. Cybersecurity is meant to protect the technological system in such an environment. 
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Businesses and organizations handle large amounts of data that may be accessed unauthorized by hackers, so we need 

to protect this data and other resources from malicious users. Here comes the role of cybersecurity. Cybersecurity is a 

multidisciplinary field touching on the technical sciences as well as the social and behavioral sciences. Cybersecurity is 

the result of intelligent cyberattacks. Cybersecurity is crucial to protecting sensitive data stored on any device due to 

the increasing amount of information. So, this study evaluates cybersecurity using neutrosophic multi-criteria decision-

making (MCDM) techniques such as entropy to obtain weight and the weighted sum model (WSM), for ranking and 

obtaining the best digital footprint of modern organization's cybersecurity. The cybersecurity estimation issue 

illustrates the validity and great performance of the presented method as (1) its capability to deal with uncertainty 

phenomena (2) its straightforwardness; and (3) its heightened capacity to discern alternatives. The presented case study 

shows that the best alternative of this study is A3 which refers to (Digital supply chain risk) as the best one of all 

alternatives. 
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Because this information is valuable to a person, organization, or nation and we cannot afford to lose it, 

cybersecurity is crucial.  

Unauthorized access to this data may damage the infrastructure or reveal a lot of secrets. Encryption is 

required for data protection during storage and transmission, so cybersecurity has become a major and 

important part of our lives [3]. To protect against security attacks in the cyber environment, cybersecurity 

measures are designed to offer the understanding and maintenance of security properties [3].  

The current researches are intimately tied to businesses, so it is important to consider the companies that 

conduct research on cybersecurity technology like Gartner Company. It is an American worldwide research 

and advising company [4]. 

This study requires a lot of alternatives and many different criteria. The trendy technologies for cybersecurity 

according to Gartner using as alternatives, include Attack surface expansion A1, Identity system defense A2, 

Digital supply chain risk A3, Vendor consolidation A4, Cybersecurity mesh A5, Distributed decisions A6, and 

Beyond awareness A7 [5]. These have been identified as information security solutions that are designed to 

defend against complex attacks. Ranking these technologies and deciding which ones should be taken into 

consider crucial. It can be challenging to select the best decision from a range of available. 

There are several MCDM methods for processing the options, based on the performance matrix and the 

weights of the criterion.  Such as SWM and entropy approaches. 

The motivation of this study is to evaluate digital footprint cybersecurity by a neutrosophic multi-criteria 

decision-making approach for ranking alternatives and handling ambiguity which is usually in reality. 

Many researchers have done cybersecurity research. In the literature review, a lot of studies are developed to 

evaluate criteria. Kim et al. [6] evaluate the skills required for information security and recommend courses 

for experiential learning opportunities. Hyo Jung et al. [7] develop criteria to evaluate educational institutions 

for information security. Christoph et al. [8, 9] mention the risks of digital hacking in industry. Other 

researchers proposed unauthorized access, directed attacks, malevolent patterns, and denial of service [10, 

11]. Lopez et al. [12] define an appropriate cybersecurity platform to minimize cyber threats. Jansen [8] 

presents the weak points in IT systems in which hackers can be compromised.  

The remaining parts of our study are provided below. In section 2, a proposed methodology for evaluating 

cybersecurity is described. In section 3, the managerial implications are presented. This study's conclusions 

and recommendations for the future are presented in Section 4. 

2 |Approach 

A multi-criteria decision-making procedure offers a ranking system for determining which quantitative 

solution among a group is the best. We used the entropy approach in this research study to determine the 

weight of the attributes. In matrix format, an MCDM problem can be written as Eq. (1). We can choose the 

𝑚 alternatives and 𝑛 criteria as the decision matrix. 

X = 
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                                                                                        (1) 

2.1 |Entropy Method 

We will use entropy to determine the weights of the criteria in MCDM problems that will be used to get the 

rank of the alternatives. This method [13] will be applied in the following steps. 

Step 1: We collected data from experts’ decisions based on the single-valued neutrosophic scale [14]. 

https://link.springer.com/article/10.1007/s00146-018-0812-1#auth-Christoph-Jansen-Aff1
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Step 2: Converting the linguistic terms into crisp as in Table 1 and normalizing it by Eq. (2): 

𝑠(𝑄𝑖�̈�) = 
(2+𝑇𝑟−𝐹1−𝐼𝑑)

3
                                                                                                     (2) 

Where 𝑇𝑟 refers to true, F1 refers to false, and Id refers to indeterminacy. 

Table 1. Experts’ data. 

Expert 1 
IT Infrastructure & 

Operations (ITO) 

Digital 

Marketing (DM) 

Data & 

Analytics (DA) 

Risk 

(R) 

Research & 

Development (RD) 

Attack surface 

expansion A1 
0.9 0.10 1 0.1 0.72 

Identity system 

defense A2 
0.82 0.18 0.82 0.72 0.18 

Digital supply chain 

risk A3 
0.62 0.55 0.62 0.82 0.9 

Vendor consolidation 

A4 
0.5 0.18 0.55 0.62 0.18 

Cybersecurity mesh 

A5 
0.55 0.62 0.55 0.18 0.82 

Distributed decisions 

A6 
0.82 0.18 0.82 0.72 0.18 

Beyond awareness 

A7 
0.5 0.10 0.5 0.62 0.18 

Expert 2 ITO DM DA R RD 

A1 0.82 0.50 0.62 0.72 0.18 

A2 0.82 0.18 0.9 0.1 0.18 

A3 0.72 0.55 1 0.82 0.82 

A4 0.5 0.18 0.18 0.18 0.72 

A5 0.1 1.00 0.5 0.62 0.9 

A6 0.82 0.50 0.82 0.72 0.18 

A7 0.72 0.55 1 0.82 0.82 

Expert 3 ITO DM DA R RD 

A1 0.82 0.62 0.52 0.72 0.18 

A2 0.72 0.18 0.1 0.9 0.55 

A3 0.82 0.10 1 0.62 0.82 

A4 0.18 0.50 0.55 0.72 0.18 

A5 0.55 1.00 0.5 0.82 0.9 

A6 0.5 0.50 0.62 0.72 0.55 

A7 0.82 0.62 0.62 0.72 0.18 

Expert 4 ITO DM DA R RD 

A1 0.62 0.82 0.72 0.9 0.18 

A2 0.9 0.18 0.1 0.9 0.52 

A3 0.82 0.10 0.9 0.62 0.72 

A4 0.18 0.50 0.55 0.72 0.18 

A5 0.18 0.18 0.5 0.9 0.9 

A6 0.18 0.50 0.55 0.72 0.18 

A7 0.55 0.18 0.18 0.18 0.62 
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Step 3: Combine the pairwise comparison matrix to make one matrix that aggregates the expert’s opinions 

as in Table 2. 

Table 2. Aggregated matrix. 

 ITO DM DA R RD 

A1 0.79 0.51 0.715 0.61 0.315 

A2 0.815 0.18 0.48 0.655 0.3575 

A3 0.745 0.325 0.88 0.72 0.815 

A4 0.34 0.34 0.4575 0.56 0.315 

A5 0.345 0.7 0.5125 0.63 0.88 

A6 0.58 0.42 0.7025 0.72 0.2725 

A7 0.6475 0.3625 0.575 0.585 0.45 

 

Step 4: Compute the feature weight Pij in decision matrix by Eq. (3) as in Table 3: 

Pij = 
xij

∑ xij
m
i=1

                                                                                                                 (3) 

where m number of alternatives, j is a reverse index, xij is the performance value in each cell. 

Table 3. Features weight. 

 ITO DM DA R RD 

A1 0.183188 0.179736 0.165414 0.136161 0.092511 

A2 0.188986 0.063436 0.111047 0.146205 0.104993 

A3 0.172754 0.114537 0.203586 0.160714 0.239354 

A4 0.079765 0.119824 0.105842 0.125 0.092511 

A5 0.08 0.246696 0.118566 0.140625 0.258443 

A6 0.134493 0.148018 0.162522 0.160714 0.080029 

A7 0.150145 0.127753 0.133025 0.13058 0.132159 

 

Step 5: Compute the entropy for project outcomes as in Table 4 using the following equation: 

Ej  =  (−k ∑ Pij
m
i=1 ln Pij )     (j =  1,2,3,…… , n)                                                    (4) 

k = 
1

ln(m)
                                                                                                                        (5) 

Table 4. The output of entropy. 

pij*ln(pij)  ITO DM DA R RD 

 A1 -0.31091 -0.30847 -0.29763 -0.27149 -0.22022 

 A2 -0.31487 -0.17494 -0.24406 -0.28112 -0.23664 

 A3 -0.30334 -0.24819 -0.32404 -0.29381 -0.34223 

 A4 -0.2017 -0.25423 -0.2377 -0.25993 -0.22022 

 A5 -0.20206 -0.34528 -0.25282 -0.27586 -0.34969 

 A6 -0.26983 -0.28278 -0.29529 -0.29381 -0.2021 

 A7 -0.2847 -0.26287 -0.26834 -0.26583 -0.26746 

Sum  -1.89644 -1.87676 -1.91988 -1.94184 -1.83856 

Ej  -0.912 -0.90253 -0.92327 -0.93383 -0.88416 

 

Step 6: Calculate the variation coefficient as in Table 5 by Eq. (6): 

ⅆ𝑗  = 1 − 𝐸𝑗                                                                                                           (6) 
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Table 5. The variation of coefficient. 

1-Ej 1.911995 1.90253 1.923267 1.933828 1.884158 

 

Step 7: Compute the weight as in Table 6 by the following formula: 

𝑤𝑗 = 
𝑑𝑗 

∑ 𝑑𝑗
𝑚
𝑖=1

                                                                                                              (7) 

Table 6. Weight of the entropy. 

W 0.200088 0.199031 0.201201 0.202306 0.197109 

 

2.2 |Weighted Sum Model  

Evaluating the several alternatives for rankings using a weighted sum model in terms of several decision 

criteria [15]. We can apply multi-criteria decision-making (MCDM) techniques such as the weighted sum 

model (WSM), which can obtain the best results [16]. 

Step 1:  Normalized the aggregated matrix as in Table 7 by the following equation: 

𝑛ⅈ𝑗 = {

min.𝑥𝑖𝑗

𝑥𝑖𝑗
        𝑖𝑓    𝑗 ∈  C

𝑥𝑖𝑗

max.𝑥𝑖𝑗
       𝑖𝑓    𝑗 ∈  B

                                                                               (8) 

Table 7.  Normalized aggregate matrix. 

 ITO DM DA R RD 

Weight 0.200088 0.199031 0.201201 0.202306 0.197109 

A1 0.969325 0.728571 0.8125 0.918033 0.357955 

A2 1 0.257143 0.545455 0.854962 0.40625 

A3 0.91411 0.464286 1 0.777778 0.926136 

A4 0.417178 0.485714 0.519886 1 0.357955 

A5 0.423313 1 0.582386 0.888889 1 

A6 0.711656 0.6 0.798295 0.777778 0.309659 

A7 0.794479 0.517857 0.653409 0.957265 0.511364 

 

where nij is the normalized value of ith alternatives for jth criteria, C is the cost criteria, B is the benefits, 

min. xij and max. xij are the minimum and maximum value of the xij. We apply the benefit equation for 

ITO, DM, DA, RD, and the cost equation for R. 

Step 2: Calculated the weighted normalized matrix as in Table 8 by the following equation: 

w nij = wj nij                                                                                                               (9) 

Table 8. Weighted normalized matrix. 

 ITO DM DA R RD 

A1 0.19395 0.145009 0.163476 0.185723 0.070556 

A2 0.200088 0.051179 0.109746 0.172964 0.080076 

A3 0.182902 0.092407 0.201201 0.157349 0.18255 

A4 0.083472 0.096672 0.104602 0.202306 0.070556 

A5 0.0847 0.199031 0.117177 0.179827 0.197109 

A6 0.142394 0.119419 0.160618 0.157349 0.061037 

A7 0.158966 0.10307 0.131466 0.19366 0.100795 
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Step 3: Ranking of alternatives as in Table 9 by the following equation: 

Si
WSM = ∑ wj nij

n
i=1                                                                                                 (10) 

Where Si
WSM is the ranking score of ith alternatives, wj is the weight of the jth criteria.  

Table 9. Ranking of alternatives. 

Preference Score Rank 

A1 0.758714 3 

A2 0.614052 6 

A3 0.81641 1 

A4 0.557608 7 

A5 0.777844 2 

A6 0.640816 5 

A7 0.687956 4 

 

Results as appears in Figure 1, show that the best alternatives obtained have the heights value for rank. A3 

which refers to (Digital supply chain risk) is the best one of all alternatives. 

 
Figure 1. Ranking result. 

 

3 |Managerial Implications 

Cybersecurity is crucial for protecting sensitive data stored on any device due to the increasing amount of 

information. So, this study evaluates cybersecurity using neutrosophic multi-criteria decision-making 

techniques such as entropy to obtain weight and the weighted sum model, for ranking and obtaining the best 

digital footprint of modern organization's cybersecurity. The presented model can be a dominant guide for 

protecting firms, organizations, and governments in medical, social, economic, and environmental domains. 

 

4 |Conclusion 

Cybersecurity is a collection of techniques and tools to protect cyber environments from unauthorized access 

or attacks. This study is proposed to evaluate the metrics of cybersecurity. According to the results of the 

research, we conduct a study that considers the internet risks to determine the importance of cybersecurity's 

digital footprint. The way to think about measuring security metrics is the multi-criteria decision-making 
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approach. We apply neutrosophic sets for the experts’ data, then apply the entropy approach to get the weight 

of criteria and to get rank and the priorities for the best alternatives. The weighted sum model selects A3 

which refers to (Digital supply chain risk) as the best one of all alternatives. 

In the future, we will use the proposed model in various problems like the robot selection process, machine 

selection, and others. Also, we tend to combine the suggested method with other methods such as AHP, 

VIKOR, and TOPSIS. 
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