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1 |Introduction 

The revolutionary state-of-the-art cloud computing technology offers a huge list of assistance for all 

businesses and organizations. It helps the organization adopt cloud computing by reducing the cost and the 

complexity of the infrastructure of the provided platforms [1]. Cloud computing has become hugely adopted 

for the provision of services over the internet, such as IAAS, PAAS, or SaaS with a practical and reasonable 

cost for the users [2]. Where users rent these services and access them remotely over the Internet. 

Consequently, companies often select clouds with standard service offered; yet, evaluating the security 

measures taken by cloud providers can be challenging, since many of them won't reveal their infrastructure 

to clients. For that reason, Security has a huge effect on the success or failure of cloud service providers [3]. 

Since data is kept and transferred over the cloud, security and privacy issues are a big concern as well as 

information leakage [1]. Strong user authentication for the prevention of illegitimate access to the resources 

and services of the cloud is one of the core necessities for ensuring secure access to the cloud [4]. This is 

because authentication is considered the main aspect of security. This paper will include an overview of cloud 

computing and, a security overview including different authentication methods, followed by that will be a 

literature review of some of the proposed models and frameworks to oversee authentication and a comparison 

between them. 
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One solution that helps with straightforward, anytime, anywhere accessibility to reconfigurable computational 

capabilities is cloud computing. Users of this computing platform are genuinely concerned about security and need 

to find dependable providers of cloud services. Authentication is believed to be a main necessity for assuring secure 

cloud access. In this paper, we discussed the comprehensive and detailed frameworks constructed to assure 

successful authentication in cloud computing. Also, this survey paper discusses differences between considered 

techniques used in different frameworks. 
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2 |Cloud Computing 

To understand the risks to cloud technology security we must understand the characteristics of the cloud, its 

basic types, and service architectures.  The primary attributes of cloud computing include [5]: 

 Self-service on demand: The user is granted access and authority over the services without the 

involvement of the service suppliers. 

 Wide-ranging network connectivity: Where services can be accessed from anywhere not considering 

the device used, and they are available over the internet.  

 Resource pooling: With the help of diverse virtual and physical resources, multiple customers can 

access a pool of computing resources. 

 Rapid elasticity: Users can adapt the functionalities according to their needs. The computer resources 

are highly dynamic, and their capacity seems to be boundless. 

Cloud computing comes in three kinds: hybrid, private, and public [6]. A cloud that is publicly accessible is a 

type of computing environment where the services supplier owns and maintains the physical infrastructure, 

but a third party offers the service online [7]. On the other hand, a private cloud can be displayed externally or 

on-site and is maintained either internally or by a third party. The hybrid infrastructure combines the two 

categories and is required to adhere to established technologies for data portability and application 

compatibility [6]. As for cloud services, there are available types from providers of cloud services, Iaas, Paas, 

and SaaS. In Iaas the service provider carries all the cost and to take advantage of the service and create their 

software apps, customers must pay. While for Paas only the platform or stack of solutions is available, and 

users can save investment on hardware and software. Finally, is the Saas where the provider gives uses the 

service of using software [5]. 

3 |Security of Cloud Environment 

Security threats are a huge factor to take into consideration before transferring to a cloud environment and 

assessing the advantages versus the disadvantages to measure the amount of risk that might be faced by the 

organization. Some of the major risks in cloud computing are ease of use, secure data transmission, malicious 

insiders, insecure API, and shared technology issues [4]. Cloud computing environment offers some security 

benefits to the user including Authentication, authorization, auditing, confidentiality, non-repudiation, 

availability, and integrity [6].   

Authentication is the process of validating the identity of the users accessing a service, in cloud computing 

this is the preliminary prerequisite to public cloud computing environments before the users can access a 

secure resource and service. It is a vital step for any service provider to make sure that only users who are 

authorized are granted access and is considered the first step towards a secure environment [4]. This process 

trims down any unauthorized and improper admittance of services along with identity management in which 

the user’s identity is plotted against access privileges roles for resources [8]. 

3.1 |Authentication 

Recently authentication process has followed new techniques to provide a more rigorous and stricter 

environment including PIN/password authentication, one-time password-based authentication, Encryption, 

and biometrics-based authentication [8]. 

 PIN/Password-based authentication: This is considered the most straightforward authentication 

technique, where the user is required to enter a PIN or a password and according to its correctness 

the user is granted access [9]. 

 Authentication based on a one-time password: 
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o Two Factor Authentication: Where a user receives a message including a special password 

after entering his User ID and password, after using the received On-Time-Password (OTP) 

he will be granted access [10]. 

o Three or Multifactor Authentication: where the user must use a smart cart that is familiar to 

the system then after that he uses his User ID and Password for authentication [9]. 

 Encryption which includes Public Key authentication and Symmetric authentication. 

 Biometrics-based authentication: users can use physiological characteristics to authenticate 

themselves, like figure prints, face recognition, or voice recognition [9]. 

4 |Literature Review 

Throughout this section, we are going to go through some different techniques and frameworks that have 

been used regarding authentication for cloud computing.  

K. Ambekar et al. [8] in their paper examined the effects of their suggested VPN-based improved security 

paradigm on computer systems. In the traditional security cloud approach, if an attacker gains access to the 

network, both the server's IP address as well as the server itself may become visible. This might compromise 

the user IDs, and the hashed passwords and servers will be more susceptible to further damage. They 

proposed a model that is divided into three areas the user-side, public, and private sides with a VPN firewall 

between the user and the cloud host.  

When a client links to the internet, a Dynamic IP address is assigned to the device, and the User enters identity 

and login. A domain server is placed in the private cloud for additional security in charge of creating and 

authenticating users. After that, the credentials are passed for authentication, if it is successfully authenticated 

a One Time Password (OTP) generator is set in motion and the user will receive his OTP and use it for 

authentication again. A server containing a list of other servers located in the private cloud along with backup 

servers in case of failure. After that user is authenticated using a two-factor authenticating technique and 

selects any service available based on its authentication privileges. The user is redirected after the server 

retrieves the local IP address of the server hosting the requested service. The two-factor authentication 

practice used lessens various types of attacks and increases security for cloud computing also the fact that the 

servers are placed in the private cloud increases security [8]. 

In the paper by R. Shahabadkar et, al. [11] a framework they applied two-variable validation (2FA) access 

control and used the technique of secret key management over the cloud. The main purpose is to assure an 

optimal security level for all concerned parties or actors. The overview idea of it divided into the user key 

generation process and access authentication process, where the system divides the secret key and keeps one 

part over the client’s machine and the other is kept over a secured device. To execute extra security and make 

it nearly impossible for attackers to discover further split of the secured key, even if the initial key split is 

compromised, this proposed approach leverages two-factor authentication. Furthermore, a connection is 

made between the client's device and the anonymous key to prevent the client from using the device of 

another client for verification. It uses hashing of exponential calculations, and all the computations are done 

on the PC. When they were assessing the proposed framework, it was found that the used protocol is plausible 

for a highly straightforward arrangement and is not functional for a medium-sized strategy [11]. 

To assist fend off potential assaults, S. Ji et al. [12] suggested a schema to facilitate cloud login authentication 

that utilizes group signatures. The main contributions of the proposed framework include: 

 Supporting multi-user online identity authentication. 

 Encouraging dynamic operations to satisfy the demands of the actual cloud platform. 

 Ability to resist the impersonating attacks. 
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  To perform the authentication function in the authentication scheme, which includes member enrolment and 

verification of identification, the structure is based on group signatures. The scheme has only one Group 

Manager (GM) in charge of overseeing the participants and making sure the system is secure. It also has a 

remote cloud server that a cloud supplier manages and Group members who are users desiring to bond with 

the system. The proposed model included verification of identity, which has been relocated via the signing 

schema and group data sharing based on the bilinear map where the manager requires 2 keys for re-encrypting 

the keywords. At first, a member joins by sending a Join Request to the GM and when received it generates 

a value and sends it to the member. Followed by the generation of a private and public key. The GM then 

performs a calculation, checks the result, and sees if it's available in the predefined list. This makes sure that 

the identity authentication scheme can resist any impersonating attack [12]. 

M. Leila et al. [3] proposed a framework for authentication in the cloud in their study which includes the 

creation of a virtual private network and the help of symmetric cryptography of data. The algorithm was 

employed in the creation of the virtual private network phase, and when users attempted to connect to the 

VPN client, it asked for their user ID and password. Following this phase, the client will attempt to establish 

a connection to the security gateway. This process takes around 30 seconds, and occasionally the attempts are 

unsuccessful even after asking for the login and password. The algorithm used is displayed below. The other 

part of the framework “Access with authentication” includes the user going to the internet and opening his 

URL and when this page opens another user ID and password are requested. In this procedure, the first client 

encrypts the password using Advanced Encryption Standard (AES) symmetric cryptography. It included two 

algorithms one to encrypt and one to decrypt displayed below. 

4.1 |The Encryption Algorithm 

INPUT (Table t and Key ky) 

RESULT (Table t edited) 

method AES (t, ky) 

start 

key_Expansion (ky, ky). 

ADD_Round_Key (t, try [0]. 

for (x=1; x ˂ nr; x++) 

Round (t, tky [nr]). 

last_Round (t, tky [nr]). 

end 

4.2 | The AES Decryption Algorithm 

AESDecrypt (t, ky) { 

key_Expansion (ky, Round_keys). 

ADD_Round_Key (state, Round_Key [Nr]). 

for (r=Nr-1; x > 0; r - -) { 

Inv_shift_Rows (T). 

Inv_Sub_Bytes (T). 

ADD_Round_Key (T, Round_Keys [r]). 

Inv_Mix_Columns (T);} 
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Inv_shift_Rows (out). 

Inv_Sub_Bytes (out). 

ADD_Round_Key (out, Round_Key [0]);} 

This method only allows a single individual to log into the service at a time, but it's quite time-consuming, as 

it encrypts all the data that will be transferred to the cloud [3]. 

In a paper [13] by M. Zhang et al. they encouraged the growth of the IoT concept and suggested a cloud-

based, 2D coding identification authentication system. The 2D coding method that is being employed has a 

consistent direction and is set up similarly to how a computer recognizes the "0" and "1" sequences, which is 

like a bar code. Security measures and following, robust anti-loss, and very easy mobile device recognition are 

some of this code's features. Because error correction mechanisms are used throughout the coding and 

decoding process to ensure the integrity of the data, this sort of code has a good security performance but a 

low reliability. The used methodology included three parts the two-dimensional code registration process, 

Identity authentication process description, and server authentication. The two-dimensional coding 

registration procedure entails providing the server with the information that has been encrypted using the 

encryption key before the information is decrypted and sent back. Subsequently, the code is received and 

decoded by the customer's mobile terminal. Only after obtaining the confirmation notification will the client 

account be enabled [13]. The next step in the easy identity authentication procedure is for the user to log in. 

Then, the two-dimensional coding server uses the IP to construct a GUID while encrypting it. Following that 

is the scanning of the two-dimensional code then the client provides the server with the desired Identity and 

Device Identity. Finally, the server confirms a relationship between them, see Figure 1.  

 
Figure 1. Two-dimensional code identification. 

 

After that, the Server authentication step is set in action, and it includes the following [13]: 

 The customer uses their mobile device to enter their ID and password on the 2D coding interface 

and apply symmetrical key protection. 

 The information is to be verified after sent by the code in the client terminal. 

 After the code decrypts the data that has been encrypted and generates the user's fixed-length briefs. 

 The user identity and databases in the 2D coding retrieve A comparable passcode. The dynamic key 

that is generated decrypts the password. 
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 The procedure's operation is done to create an appropriate dynamic key if the password entered in 

the previous stage is correct; if not, the process fails. 

 The created dynamic key is used to continue encrypting data on mobiles.  

 A new variable key is then created by performing a simple hashing operation. 

 The Asymmetrical security technique then double-encrypts the data to produce a new two-

dimensional code, which the device sends to the server along with the creation of an entirely novel 

secret key. 

 The server continues decoding and decrypting the new code received, the test of authenticity is 

successful if the data is consistent; if not, the inquiry is rejected. [13]. 

M. Kumari and R. Nath [14] proposed a framework to overcome some drawbacks in previous authentication 

models for cloud computing. They made three stages of improvements: classification, storing, and retrieving. 

[15] The categorization phase includes an algorithm for data categorization and the storage phase comes once 

the categorization is completed. The data is sent to cloud storage with the public, confidential, and sensitive 

data according to its categorization value [16], and after the integrity of the data is checked using Message 

Authentication Code (MAC). In this case, the message's MAC hash code is used to verify the data's integrity 

while it is being transmitted. [17] Data corruption results from data manipulation while transmission since the 

MAC fails to synchronize with the message. [18] The third phase is the Retrieval phase, which is divided into 

public, confidential, and sensitive data. [19] It is carried out after the effective storage of data and each category 

uses a different mechanism for the public data the password mechanism is followed, and a graphical password 

is used for the confidential data and OTP is used for the sensitive data. [20] The retrieval phase followed 

some guidelines for data access including [21]: 

 Not allowing access to confidential and sensitive data to users on public data [22]. 

 Allowing access to confidential and public data if the user is granted access to sensitive data [23]. 

5 |Comparative Study 

This section includes a comparison between the frameworks discussed in the review section as presented in 

Table 1.  

Table 1. Comparison between the frameworks. 

Author(s) Technique Advantages Disadvantages 

K. Ambekar 

et. al. [8] 

 Providing a secure login by employing 
VPN in addition to two-factor 
authentication. 

 An OTP (one-time password) gets 
transmitted to the user if the ID and 
password are authenticated successfully 
after passing the VPN security system. 

 Using a VPN improves reaction time 
over using a traditional Network.  
• If any data over the system is 
sniffed, it may be viewed as spam. 

 The two key factors increase 
security. 

 The placement of servers in a private 
cloud also increases security. 

 The model was only 
evaluated by three users 
due to limited resources. 

R. 

Shahabadkar 

et, al. [11] 

 The framework uses two-factor 
authentication, the technique of secret 
key management, and hashing 
calculations. 

 The secret key is split into 2 different 
locations. 

 Enhances the mechanism of secure 
authentication. 

 Controls the communication system 
over the cloud environment. 

 The framework is successful in 
the case of straightforward 
arrangement. 

 The is not functional for 
medium and generous-
size strategies. 

 The framework needs to 
improve its effectiveness. 



   Abed et al. | Multicriteria. Algo. Appl. 5 (2024) 59-67 

 

06 

S. Ji et. al. [12] 

 Support multiuser authentication, and 
dynamic operations, and resist 
impersonating attacks. 

 The bilinear map is used to implement 
authentication. 

 The used identity authentication is 
transplanted from the group signature 
scheme. 

 The use of a bilinear map makes it 
difficult to break the system since it 
is mathematically hard to solve. 

 The system can support the 
impersonating attack resistance. 

 The scheme consumes less 
computation cost and can be easily 
used in different cloud applications. 

 The framework efficiency 
needs to be tested more 
and enhanced. 

M. Leila et, 

al. [3] 

 The framework creates a virtual 
deprived (VPN) between customer and 
provider and uses symmetric 
cryptography. 

 The user accesses the cloud, and the 
authentication algorithm used to 
encrypt, and decrypt is of Symmetric 
Encryption Algorithm AES (Advanced 
Encryption standards). 

 Increases the security of the cloud 
environment, especially 
authentication from a cryptographic 
point of view. 

 The AES algorithm allows only one 
user to access a service and increases 
security. 

 All data that is being transferred is 
encrypted to increase security. 

 Encryption of all data 
being transferred 
consumes a lot of time. 

 The framework proposed 
needs to incorporate the 
interoperability issue in 
the cloud. 

M. Zhang et. 

al. [13] 

• The framework is made up of three 
processes, the first of which is the 2-D 
code register. 
1. It uses two-time 2-D codes for 
authentication.  
2. The procedure for authentication of 
identity  
3. Authentication of servers  
• The open system is used to encrypt data 
using two-dimensional coding.  
• The user scans the identification 
number with a smartphone.  
• Distinctive identity to determine 
mutual authentication between the 
mobile terminal and server, IMEI 
(international mobile equipment 
identifying number) is utilized as the 
identification method and is conducted 
as secondary encryption.  
• A 2-dimension codes are employed to 
achieve dynamic identification of mobile 
terminals, and QR code technique has 
been utilized. 

 The 2-D code is simple, and feasible 
and promotes better security due to 
its complexity. 

 The security is increased as each user 
has a different key 

 The increasing use of server-side in 
the verification process reduces the 
leakage of information. 

 The design can transform the data by 
itself and doesn’t need to bring its 
encryption function. 
 

 Although the use of 2-
Dcode can sometimes 
lead to reducing the 
reliability 

 More attention needs to 
be given to the possibility 
of data modification 
which can create huge 
threats to the security of 
user information. 

 A small amount of data is 
tampered with in the use 
of two-time 2-D code so 
the use of multiple 
encryptions should be 
considered to increase 
security and reliability. 

M. Kumari et. 

al. [14] 

 The proposed model is divided into 3 
phases: categorization, storage, and 
retrieval phase. 

 In the categorization phase, the 
sensitivity of the data is calculated and 
accordingly, the data is classified as 
public, confidential, or sensitive. 

 In the storage phase, each type of data 
uses a different level of security. MAC 
(Message Authentication Code) hashing 
is used to ensure data integrity before it 
is sent to the cloud for storage. 

 In the retrieval phase user uses different 
authentication techniques according to 
the categorization of data (including 
passwords, graphical passwords & 
OTP). 

 This model provides authentication, 
confidentiality, integrity, availability, 
and security from cloud providers. 

 The data owner does the user 
authentication itself which reduces 
the issue of loss and has control over 
data access. 

 The model is theoretical 
and has not been 
evaluated and nothing has 
been mentioned with 
regards to the time it takes 
to complete the full 
process. 
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6 |Conclusion 

This paper highlighted the importance of providing high authentication in cloud computing. It also reviewed 

the past and the state-of-the-art mechanisms and frameworks in the field of authentication in cloud computing 

environments. Various authentication techniques have been used including password-based authentication, 

two/three/multifactor authentication, and symmetric authentication for encryption. These authentication 

techniques have been used differently in each framework to increase authentication. The different techniques 

used in each framework and the advantages and disadvantages are summed up in a comparative format. 
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