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Abstract: Every day, new reports of cyberattacks on interconnected control systems emerge. The
vulnerability of their communication mechanism makes similar control systems a target for malicious
outsiders. Protecting sensitive data and maintaining network reliability and availability are two of
the main reasons why network security is so important. Strong and dependable network security
strategies use a number of safeguards to protect users and businesses from malware and cyber
assaults like distributed denial of service. A safety analysis is an essential step that must precede the
introduction of any security measures. There hasn't been much experience with cyberattacks on
power control systems yet, therefore it's important to develop a method for thoroughly assessing the
safety of power control technologies used in data transmission systems. A prior study has identified
the authority control process evaluation of security and the safety level of each control stage as two
of the primary obstacles to effective security assessment. For this reason, this article provides a safety
risk evaluation of the communication networks of power management and control technologies
(PMCT) using the neutrosophic Evaluation Based on Distance from Average Solution (EDAS)
method. A prime instance of a multi-criteria decision-making (MCDM) issue is used to solve the
security risk assessment in the power system. In this study, we offer an interval-valued neutrosophic
version of the EDAS approach for solving the MCDM issue. The neutrosophic EDAS method is used
to rank and assess the security risks in power system.
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1. Introduction

The primary uses of information and communication technology (ICT) in today's power systems
include tariffing and trading, network scheduling, oversight, and computerization grid linking of
green power and electric shipping, managing power, electrical security measures, cyber security, and
abundant data-based executions like (predicting) maintenance. Huge R&D efforts are now in
progress in each of these fields. Power is seen as crucial to a country's development plan, yet in the
present climate, utilization is inadequate and costs are on the rise [1, 2].

Therefore, sustainable power sources should be used for long-term use. And renewable sources
of power, such as solar, are only accessible during daylight hours. By employing sources of clean
power as part of an integrated power grid, it is crucial to provide a steady supply of electricity
throughout the day. Power management and control technologies (PMCT) aim to reduce a building's
power and operational costs while maintaining safe and healthy conditions for the building's
inhabitants. Due to developments in electronics, computing technology, and state-of-the-art
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interactions, PMCTs have been developed to improve indoor quality while conserving more
electricity.

Fire alarms, security cameras, badge readers, lighting systems, etc. are just a few of the many
outside sensors and solutions that make up the PMCT framework. Heating, ventilation, and air
conditioning (HVAC) structures, as well as supporting power systems like microgrids and power
restores, are also included. The growing focus on EMCS security has resulted in the inclusion of
additional stakeholders, such as the building managers in charge of the at-risk PMCT design.

This article provides essential factors that may greatly improve data safety control rules for those
now responsible for guaranteeing that PMCT has the requisite degree of cyber security procedures
as part of its essential risk control programs. Protection of PMCT is complicated by the nature of
many of the components utilized to deliver a wide variety of support services. Components of the
PMCT that are still in use present often have a lengthy history. When element design and distribution
initially started, the idea of connected devices did not yet exist [3, 4].

Unfortunately, PMCT still has a long way to go before it can be considered adequately cyber
secure. Multiple advanced and intricate control networks have recently been developed using easily
accessible networking technology. They still need a concerted effort and engagement from numerous
stakeholders to secure them against hostile actors, despite increased understanding from a
cybersecurity perspective. Organizations providing support for vital infrastructure must ensure that
all operating equipment, regardless of age, is adequately protected against intrusion. Several agencies
mandate rigorous cyber security for all power administration and oversight systems. An effective
risk management strategy must be put in place for every business [5, 6].

The purpose of this research was to use the neutrosophic Evaluation Based on Distance from
Average Solution (EDAS) method to evaluate the security threat posed by PMCT. Additionally, the
neutrosophic EDAS method was applied to problems involving group decision-making in a
neutrosophic environment. It is the method of choice when all of the factors being considered are of
equal weight yet there is little information available to help narrow the field [7]-[10]. Figure 1 shows
the security risk assessment in power system. The criteria and alternatives are collected from the
power system and cyber security risk assessment then entered as input to the interval-valued
neutrosophic set and EDAS multi-criteria decision making (MCDM) methodology. The assessment
of security in power system has many and various criteria, so the concept of MCDM. Then we applied
the steps of EDAS method to compute the weights of criteria and rank the high risks in security
assessment in power system.
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Figure 1. The security risk assessment in power system framework.

2. Power Security

Chester called the idea of power security "polysomic" and "slippery," meaning that it might stand
for a number of different things at once. various parties have various ideas on what constitutes
adequate security and how to get there. The significance that various stakeholders place on various
parameters. Additionally, developed and underdeveloped nations might have varying objectives and
access to resources. Access to power for the impoverished in rural regions and for the fast-growing
manufacturing and service industries in urban areas are two key factors in ensuring power security
in the latter situation. The different perspectives may also be attributable to the scientists' educational
backgrounds; for instance, scholars of politics, engineers, and complicated system analysts may see
power safety from a more sovereign, strong, or resilient perspective [11, 12].

Power security is inherently fluid, since the vantage point may change depending on the time
period under consideration. Analysts that focus on longer time horizons, for instance, often prioritize
stability above efficiency. As a result of these divergent viewpoints and objectives, academics have
been debating the future of power security and the best ways to adapt to it. The goal of any given
power security study will dictate both the issues to be considered and their relative importance. As a
result, it is unlikely, and probably even undesirable, that academics will settle on a single, universally
accepted concept and understanding of power security.

There are several potential dangers or hazards that might cause intentional or unintentional
disruptions in the flow of power. However, there are two distinct but interconnected features that
customers care about securing: (1) the physical, which includes factors like available, dependable,
and/or affordable power supply; and (2) the economic, which includes factors like fluctuating prices
and accessibility. Since physically unstable supply or scarce resources may have an effect on market
pricing, these factors are related. Supply disruption refers to the impact of low or variable prices on
the physical aspect by discouraging investment in network and manufacturing facilities. Therefore,
markets should be structured such that prices may serve as a go-between for suppliers and buyers
and serve as an early warning system for impending shortages or surpluses [13, 14].
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While numerous descriptions of power security place emphasis on the physical and economic
aspects of the concept, it is less typical for such definitions to include examples such as when high
prices constitute a danger to power security. In other words, many definitions emphasize angles and
vantage points but fail to specify cutoffs.

3. Security Assessment

Power system management and monitoring need dynamic security evaluation (DSA). Growing
requests, privatization, and innovation in the power industry force modern power systems to keep
running under strained circumstances approaching their stability limitations. When things are like
that, even a little change might throw the system into chaos. This highlights the critical need of
conducting regular internet security audits [15, 16].

Stability difficulties caused by both minor and major disturbances are thoroughly explored
during a power system's DSA. The capacity of an integrating power system to maintain
synchronization after a significant disruption is known as transient stability. The most difficult of
these evaluations is the transient stability assessment (TSA), which requires extensive processing
time. Time-constrained online assessment for immediate management and management of
operations reveals the limitations of conventional model-based techniques for performing accurate
TSA.

The real-time DSA evaluates the reliability of the grid in the face of plausible disruptions. Many
nonlinear differential and algebraic equations must be solved numerically in this investigation. The
longer the calculation cycle, the more quickly the solutions from traditional methods become
obsolete. The standard time for a computing cycle is 15-30 minutes, according to the literature. The
accuracy and applicability of DSA findings, however, improve with an increase in the frequency of
computing cycles [17, 18].

4. Security Risk Assessment

As data and industry advance at a fast pace, the importance of cyber security grows. As
technology has progressed, however, several issues with cyber security have become apparent. About
40% of nations worldwide observe cyberattacks as a possible danger, and as a consequence, cyber
security measures are realized at all stages. As the internet and computers have grown more
interconnected, several online programs including online banking, online shopping, and m-
commerce have been vulnerable to cyber assaults. Despite many benefits, the expanding digital world
also poses serious risks to vital governmental sectors like the defense industry [19, 20].

As the number of cybercrimes continues to rise, the notion of cyber security has emerged as one
of critical importance in the modern world. Due to damages caused by cyber-attacks, innovators in
the information security area have found it imperative to build trustworthy and effective security
solutions. Cybersecurity is a broad subject, and several definitions of it may be found in the literature.
For example, " assesses adopted to safeguard a system or machine (as on the Internet) against
unauthorized access or intrusion" is how Merriam-Webster defines cyber security[21, 22].

In addition, the International Telecommunications Union (ITU) determines this term as an
ensemble of resources like regulations, safety ideas, safety measures, instructions, risk management
methods, behaviors, learning, best practices, trust, and innovations that can be used to keep a
company's or an individual's data and resources safe online. Organizational and individual resources
in the cyber sphere include computers and their associated hardware and software, as well as human
resources, physical facilities, networks, apps, services, and networks for communication and data.
Preventing and mitigating security breaches in the cyber environment is the goal of cyber security
measures [23, 24].

Computer, network, program, and data security are all part of what's known as "cyber security,"
a collection of practices and procedures designed to keep these things safe from harm. A firewall,
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anti-virus programs, and an intrusion detection system (IDS) are required components of both
securities for computers and network solutions. Information security monitoring systems allow for
the detection and analysis of data breaches caused by unauthorized access, replication, modification,
or destruction. Both inside and outside assaults on an organization count as security breaches.

When it comes to protecting sensitive data, implementing cyber security measures is crucial. The
scholarship presents an extensive number of cybersecurity strategies. Organizations may profit
greatly from a ranking of the significance of these innovations and an analysis of the requirement of
having these innovations in the first place. However, the dangers posed by such innovations must
also be taken into account [25, 26].

5. Interval Valued Neutrosophic EDAS MCDM Methodology

This section provides the steps of the EDAS method under the interval valued neutrosophic set
to evaluate the cyber security risks in power systems [27]-[30]. This method constructs the
calculations between the criteria of risks assessment and cyber-attacks network.

1) Build the interval valued neutrosophic decision matrix.
This step builds the decision matrix by using interval valued neutrosophic numbers between
criteria and alternatives.

2) Average the interval valued neutrosophic decision matrix
There are more than one expert to evaluate the criteria and alternatives, so these values are
combined into one matrix.

3) Compute the weights of criteria.

4) Compute the values of positive and negative distance average to positive and cost criteria.

These step specify the positive and negative criteria to compute the PD and ND values

PD = [pd]inxn 1)
ND = [nd]mxn )
Z{amnOwn) posititve criteria
PDyy = { S0 3)
" 2nOamn) oot criteria
S(wn)
z(Wn©amn)

posititve criteria
D (4)
ZamnOwn) ot criteria
S(wn)
Where a,, is a value of decision matrix, w,, refers to the average weight, and S(w,,) refers to the
crisp value of average weight.

5) Compute the weighted positive and negative distance

EPD, = ¥ (& ® PDpy) (5)
END, = ¥i,(e; @ NDpy) (6)
6) Normalize the weighted positive and negative distance

EPDy,

NEPD" - max(EPDy) (7)
_ 4 _ __ENDy
NENDn =1 max(EPDy) (8)
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7) Compute the evaluation score

AS = 0.5 (NEPD,, @ NEND,) 9)

6. Application

In the past few years, cyber security concerns have become a major issue for online
infrastructures. New technology techniques are the primary focus of most initiatives to strengthen
cyber security. However, such safety measures capture a lot of data, which presents a significant
privacy risk to the people they are meant to safeguard. Therefore, it is crucial to conduct risk
assessments for cyber security tools. The aim of this section provides the assessment risks of cyber
security in power management. This study used nine criteria and ten alternatives like {NCA1, NCA:,
NCAs NCA4, NCAs, NCAs, NCA7, NCAs, NCAy, NCAo}to rank the network communication in power
management. The nine criteria are proposed in Figure 2. The criteria are collected from the literature
with the risk assessment security and cyber security assessment.

N
Assessment Risks
of Cyber Security

N
/"'L'\ /’l‘\_ ,"J‘\ /"L"\ /"l"\ /"'l"\ /"'L'\ N /"J"‘\
Protocol of Controlling the ) Degree of Sensitiveness of Control by the
Interaction Safety of Nodes Network Cryptography Safety Measures Data Disclosure similarity Data User
N S~ N N S e N S S~

Figure 2. The cyber security risks criteria.

We applied the interval valued neutrosophic EDAS method to obtain the rank of risks in cyber
security risks assessment. The decision makers and experts built the decision matrix by the terms in
interval valued neutrosophic set. Then these terms are replaced by the interval valued neutrosophic
numbers. Then compute weights of criteria as: SRA; = 0.10412,SRA, = 0.126683,SRA; =
0.013866,SRA, = 0.145245, SRA; = 0.056585,SRA4 = 0.142162, SRA, = 0.079966,SRAg =
0.131478,SRAy = 0.199892 . From the weights of criteria, the criterion 9 is the highest and the
criterion 3 is the worst.

Then compute the positive and negative criteria by using Eqgs. (1-4). Then compute the weighted
positive and negative distance average by using Egs. (5-6) as shown in Table 1-2. Then compute the
normalized weighted positive and negative distance average by using Egs. (7-8). Then compute the
evaluation score by using Eq. (9) as shown in Figure 3. From Figure 3, the risk number eight is the
highest and risk number 4 is the least.

Table 1. The weighted positive distance.

SRA: SRA: SRAs SRA4 SRAs SRAs SRA7 SRAs SRA10
NCA1 | 0.020225 0 0 0 0 0 0 0.013111 0
NCA: | 0.020225 | 0.041728 0 0.054132 | 0.039544 | 0.047083 | 0.014833 | 0.016247 | 0.010789
NCAs 0 0 0.000655 0 0.004337 0 0 0.013111 0
NCA4 | 0.020225 0 0.002782 0 0 0 0.014833 | 0.002244 | 0.010789
NCAs 0 0 0 0 0 0 0 0.013111 | 0.036533
NCAs 0 0 0.002782 0 0 0 0.002717 0 0
NCA7 | 0.020225 | 0.041728 0 0 0 0 0 0.013111 | 0.010789
NCAs 0 0 0.000655 0 0.006643 | 0.047083 | 0.014833 0 0.04166
NCA9 0 0 0.002782 0 0.011781 0 0.01282 | 0.016247 | 0.036533
NCA | 0.020225 0 0 0 0 0 0 0.013111 0
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Table 2. The weighted negative distance.

SRA: SRA: SRAs SRA4 SRAs5 SRAs SRA7 SRAs SRA10

NCA1 0 0.019952 | 0.001931 | 0.000374 | 0.006512 | 0.007572 | 0.012007 0 0.02673
NCA2 0 0 0.001931 0 0 0 0 0 0
NCAs | 0.010425 | 0.126683 0 0.000374 0 0.007572 | 0.012007 0 0.02673
NCA4 0 0.00691 0 0.000374 | 0.018129 | 0.017687 0 0 0
NCAs | 0.012909 | 0.019952 | 0.001931 | 0.018889 | 0.006512 | 0.022227 | 0.012007 0 0
NCAs | 0.010425 | 0.00691 0 0.000374 | 0.018129 | 0.022227 0 0.050147 | 0.066903
NCA; 0 0 0.001931 | 0.000374 | 0.006512 | 0.004653 | 0.012007 0 0
NCAs | 0.056942 | 0.015912 0 0.014106 0 0 0 0.050147 0
NCAy | 0.010425 | 0.00691 0 0.000374 0 0.004653 0 0 0
NCA1n 0 0.00691 | 0.001931 | 0.018889 | 0.006512 | 0.007572 | 0.012007 0 0.02673

Evaluation Score
0.7

0.6
0.5
0.4
0.3
0.2

0.1

NCA1 NCA2 NCA3 NCA4 NCA5 NCA6 NCA7 NCA8 NCA9 NCA10

== Evaluation Score

Figure 3. The evaluation scores.

7. Conclusion

Hybrid structures that are interdependent on data and communication are the future of
renewable power. While the use of information technology improves the administration and
operation of power systems, it also increases the likelihood of cybersecurity problems. As a
consequence, safeguarding our information and communication infrastructures has become more
important to ensuring the reliability of our power grid. The proposed model uses the neutrosophic
EDAS-based MCDM approach to address the challenge of identifying threats inside the
interconnected wireless networks of energy administration and control network backbones. This
paper used the interval-valued neutrosophic set to overcome the uncertain information. The experts
used interval-valued neutrosophic terms to evaluate the criteria and alternatives. Then we replaced
these terms with interval-valued neutrosophic numbers. Then we applied the EDAS method to nine
criteria and ten alternatives. Risk number eight is the highest and risk number 4 is the least.
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