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1 |Introduction 

In a time where technology progresses rapidly, the safety of sensitive information has turned out to be an 

urgent problem for individuals, organizations, and governments alike. The explosive rise of digital 

communication and the internet has made data exchange commonplace, thus it is one more pressing reason 

to protect information from unauthorized access or cyber threats. So, that is the kind of data that we have to 

handle under fuzziness, vagueness, and uncertainty conditions [1–2]. Security Encryption and Decryption: 

Original verification for data details. International Data Encryption Algorithm (IDEA) is a sound and secure 

encryption algorithm used to encrypt/decrypt messages. This is the introduction that describes in-depth 

encryption and decryption, how the IDEA algorithm works, implementation of fuzzy logic concepts[3] into 

a traditional cryptographic approach through soft cryptosystems. A pure soft set- an infinite mathematical 

structure is a new mathematical tool based on uncertainty and vagueness concepts to model the information 

in arbitrary forms using our routine implementation [4]. Unlike classical mathematical models, which 

frequently encounter ambiguities and a lack of data received from sensors etc. Pure soft sets are resistant to 

these corresponding complexities [2]. It tracks the way we are encrypted to decrypt or none with our 
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experience in digital signatures used for encryption and decryption. Soft set-based cryptosystems are 

considered an efficient approach that can deal with changeable conditions and ambiguity that may come while 

encrypting a message. This is very important in evolving new kinds of cryptographic techniques that are more 

robust, where the parameters and conditions for encryption can be created on the fly using soft set 

representations. Therefore, such verifiably universal PKE with a forbidden ciphertext space guarantees that 

the cryptosystem with stands all admissible attacks and works securely/efficiently in wide scenarios. To 

prevent unwanted access being prevented, the plaintext is instead translated into the unreadable format by 

the intended use of encryption and decryption [5]. Decryption, on the other hand, takes back your ciphertext 

to plain text for authorized users can read it. These processes are crucial to preempt any possible security 

breaches or cyberattacks on confidential information, like bank details, personal messages, and intimate data. 

This is where we used data such as bank records, private conversations, for high sensitivity and complexity 

to analyze this data [6]. Encryption ensures the integrity of confidentiality when intercepted by making it 

impossible to understand without a decryption key. Encryption is commercially used in metal, fast food 

containers, and IT companies to store data like e-commerce and online banking secure email facilities [7]. As 

new types of cyber threats [8] are emerging, the necessary for strong encryption methods does improve. To 

stay ahead of attackers who attacked encryption mathematically, cryptographic methods are constantly 

evolving and being improved [9]. 

Overview of IDEA algorithm (International Data Encryption Standard) Xuejia Lai and James L. Massey 

developed the IDEA in 1991 [10]. However, designed in 1993 to replace the older Data Encryption Standard 

(DES), increased its primary reason from DES key length of using other improved elements expected at that 

date any time possible for criminals reach demanding cryptanalysis. IDEA has a pad size of 128 with extra 

transformations that are hard to decrypt, thus providing a more reliable encryption algorithm [11]. IDEA uses 

symmetric key encryption, dealing with 64-bit data blocks [12]. It simplifies key management in that you use 

the same key for both encryption and decryption. This is the overall structure of the algorithm with 8 

consecutive rounds and then after an output transformation round. These nonlinearity and diffusion 

operations are combined using three types of modular addition, multiplication, and bitwise XOR in each cycle 

to form the round functions which is a basic feature for strong encryption. One of the most appealing features 

of IDEA is that it has a built-in resistance to two very powerful methods used for deciphering cryptographic 

algorithms linear and differential cryptanalysis. The avalanche effect is just a result of how the algorithm and 

its ciphertexts are structured, ensuring that even small changes to plaintext or key will lead to vastly different-

looking cipher cards. It then becomes very hard for attackers to guess or predict the key from the ciphertexts 

they have observed. The second paragraph is about Soft Cryptosystems even if traditional cryptographic 

algorithms such as those based on the IDEA (International Data Encryption Algorithm) have proven to be 

secure, we need new innovative techniques always because of exponentially growing fast cryptography attacks, 

the nature of cyber threats. Soft cryptosystems fuse the foundations of traditional cryptography with fuzzy 

logic, offering a new twist on security enabled through cryptographic means. Fuzzy logic, introduced by 

Zadeh [13] in 1965 is a way of solving fuzzy reasoning instead of the classic crisp and precise reasoning. 

Especially when dealing with real-world scenarios where information is often ambiguous or somewhat 

inaccurate, this method comes in handy. Soft cryptosystems use fuzzy logic in cryptography to increase the 

intricacy and adaptability of usual encryption schemes. Similarly, fuzzy logic-based cryptographic systems can 

act as per the risk factor or uncertainty attached to material being encrypted. This flexibility improves the 

security of encryption and resistance to attacks from malware like ransomware. 

There are many advantages of these soft cryptosystems as compared to traditional cryptographic techniques 

[14]. For starters, they increase security by inserting fuzziness into the encryption process making it difficult 

for attackers to predict or model how a system will behave. Second, the adaptability of an ideal adversary 

provides a capacity to adjust for variations in threat level and security requirements counter-response to new 

threats if they arise. Soft cryptosystems could eventually reduce computation overhead with specialization 

over encryption settings to adapt to given needs and circumstances. Linked Soft Cryptosystems and IDEA 

significant breakthrough in the field of cryptography is the incorporation of the IDEA [15] into a soft 
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cryptosystem approach. The proposed novel approach aims to merge the flexibility and robustness provided 

by fuzzy logic with the security attributes of IDEA, a well-known cryptosystem known as a "soft 

cryptosystem," the final product promises better message encryption, offering protections to ensure sensitive 

information remains secure against cyber threats. Some important steps of soft cryptosystem following this 

the concepts and workings of the IDEA algorithm were introduced which must be learnt & used in 

functioning beforehand. This framework is further elaborated using concepts from fuzzy logic [16] to allow 

the system settings in these IDEA processes to change adaptive regarding risk or uncertainty associated with 

given input. Decision matrix Zulqrnain and Saeed Fuzzy soft [17] to implement this type of integration there 

are a variety of methods, fuzzy inference systems which select appropriate encryption parameters for a given 

set of rules. The performance and security of the generated soft cryptosystem must be evaluated thoroughly. 

This includes testing the ability of the system to resist different types of attacks (differential and linear 

cryptanalysis [18]) on one hand, as well as its capability to handle various levels of data uncertainty. 

Furthermore, to guarantee the deployment of this system in real-world scenarios (i.e. outside a controlled 

environment), it is investigated if the proposed solution scale and be computed at realistic levels.  

1.1| Study Objective and Scope 

This paper examines a soft cryptosystem framework and gives an algorithm to encrypt and decrypt idea 

secret/key messages. The main motive of this research is to verify the efficiency and security gains obtained 

by combining fuzzy logic with traditional cryptography techniques. This study will include analyzing the 

algorithm, you need some basics and how this IDEA works as well as certain security features of that design 

and implementation of a soft cryptosystem proposal for a model that integrates the IDEA algorithm with 

fuzzy logic to create a soft cryptosystem. Second, assessing performance and security compared to the 

conventional IDEA implementation (IDEAlight), evaluating performance metrics of recommended soft 

cryptosystem and its security improvements. Real-world applications for the soft cryptosystem that 

demonstrate encryption and decryption of sensitive communications across various industries such as finance, 

healthcare, and communication. 

  1.2|Literature Review 

In recent years, the area of cryptography [19] has significantly advanced due to a need to protect confidential 

information in an online world. This literature review emphasizes the concept used in IDEA [20] and a new 

soft cryptosystem that incorporates fuzzy logic principles, further sections explain major improvements have 

been made in an approach of encrypting as well as decrypting [21]. Let us study the work that has already 

been done and much more recent developments made in these fields to understand its pros/cons/potential 

directions of improvements for cryptographic security. A brief  history of Cryptographic Algorithm Evolution 

the evolution from basic ciphers to encrypt communication is as old as the discovery of the cryptographic 

technique itself. This changed in the mid-1900s as computers came into use and more elaborate algorithms 

were developed, triggering a revolution in the field. The Data Encryption Standard (DES) was one of the first 

cryptographic algorithms to be widely adopted and used in the late 1970s. This was due to the early success 

DES had experienced and also that its key length is relatively short, therefore allowing brute-force attacks on 

its keys thus igniting the hunt for more secure alternatives. 

Soft cryptosystems are an advanced concept in which the fuzzy logic ideas with conventional cryptography of          

pattern encryption methods, as been merged. Fuzzy Logic was introduced by Lotfi Zadeh in 1965 [26] and it's 

an approximate reasoning rather than the exact value of classical logic. This is why it can be particularly useful 

to handle uncertainty, fuzziness, or real-world situations since they contain ambiguity and imprecision. Using 

fuzzy logic in a cryptographic application will make the encryption methods more adaptable and resistant. 

Such a cryptosystem is considered to be soft as it adjusts the encryption parameters depending on how much 

unknown or dangerous level of data we are dealing with and therefore represents an even more flexible yet 

secure solution. Researchers showed fuzzy logic in Liu et al. [27] to be an efficient way of providing 

cryptographic systems with resistance against different types of attacks. Applications of and advantages in 
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fuzzy logic for cryptography field applications advantages several fields have been using fuzzy logic to deal 

with imprecise, incomplete, or uncertain datasets. It holds the promise of enhancing the security and flexibility 

of encryption schemes in cryptography. For example, fuzzy logic can be employed to calculate the encryption 

strength based on the danger level perceived and material sensitivity. It is this flexibility that helps to ensure a 

secure and reliable method of encryption. One study on the use of fuzzy logic in key management and 

distribution, as conducted by Kumar and Tripathi [28], has presented how it can simplify these functions while 

reducing the risk of a bug compromise. Fuzzy logic can be used to create harder to measure and, thus more 

complex encryption techniques as well. Bringing soft cryptosystems and IDEA together unlocking the benefits 

of both paradigms is mandatory if one expects to amalgamate any soft cryptosystem with IDEA. IDEA's 

proven security and sound architecture make a solid underpinning, then fuzzy logic introduces an adaptable 

layer of complexity. This integration is designed to create a cryptography system that can adjust against new 

threats while still being secure. Patel et al.  [29] have studied to integration of fuzzy logic with conventional 

techniques in encryption, which discuss possible benefits such as enhancement of security improvements when 

adaptability. The result of their research is that hybrid systems are quite useful as compared to the conventional 

techniques employed in cryptography, especially when you are doing it within an unplanned and unfixed 

environment. 

IDEA's evolution and importance were developed to replace DES. It improved upon DES with a greater 

level of security due to its unique design and 128-bit key length. The design of IDEA incorporates eight 

rounds that work their intricate transformations, such as bitwise XOR operations, modular addition, and 

multiplication. These operations do provide nonlinearity and diffusion to IDEA that makes it immune against 

linear cryptanalysis (an attack that involves trying all possible keys with the same encryption key) as well 

differential cryptanalysis (a general form of an attack on a block cipher where pairs of plaintexts are encrypted 

with two similar but unknown keys). Several studies have evaluated the security and effectiveness of IDEA. 

For instance, the resistance of many varieties of attacks on IDEA was shown by Biham and Shamir [31] in a 

1991 publication and Daemen and Rijmen [30] pointed out that IDEA was 'particularly secure' against them. 

Yet, the requirement for more secure methods increases with a rise in computing power. Against this 

backdrop, research is pursued into state-of-the-art techniques like soft cryptosystems aimed at the new classes 

of supercomputers with versatile hardware architectures. To explore the application of multi-polar interval-

valued external neutrosophic hypersoft sets in decision-making problems under uncertainty along with 

distance, similarity measures, and machine learning by Saqlain et al. [32]. Another study by [33] focuses on 

uncertainties concerning crop economics and combines fuzzy hypersoft sets with the MULTIMOORA 

method and machine learning for a new way to enhance agricultural decision-making. Haq and Saqlain [34] 

provide an analysis of the adoption of machine learning methodologies for Sybil attack detection in IoT 

networks, emphasizing their effectiveness within unknown environments with a lack of information. 

Together, these insights have many implications for the construction of tools and decision-making 

frameworks in various areas such as agriculture or even cyber security. 

2 |Preliminaries 

In this section we define some useful definitions such as soft set and its relation with a matrix called soft 

matrix which is very helpful in computer programming by this we can store soft set in computer memory. 

Definition 1. (Soft Set) [22]: Let 𝑈 be an initial universe and 𝒫(𝑈) be the power set of 𝑈, 𝐸 be the set of all 

parameters, and 𝐴 ⊆ 𝐸. 𝐴 soft set (𝑓𝐴, 𝐸) on the universe 𝑈 is defined by the set of ordered pairs which is 

given below: 

(𝑓𝐴, 𝐸) = {(𝑒, 𝑓𝐴(𝑒)): 𝑒 ∈ 𝐸} 

where 𝑓𝐴: 𝐸 → 𝒫(𝑈) such that 𝑓𝐴(𝑒) = ∅ if 𝑒 ∉ 𝐴. Here 𝑓𝐴 is called the approximate function of the soft 

set (𝑓𝐴, 𝐸). The set 𝑓𝐴(𝑒) is called the e-approximate value set or e-approximate set which consists of related 

objects of the parameter 𝑒 ∈ 𝐸. 
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Definition 2. (Soft Matrix) [23]: Let 𝑈 be the universal set and (𝑓𝐴, 𝐸) be a soft set over 𝑈. Then a subset of 

𝑈 × 𝐸 is defined by: 

𝑅𝐴 = {(𝜇, 𝑒): ∣ 𝑒 ∈ 𝐴, 𝜇 ∈ 𝑓𝐴(𝑒)} 

which is called a relation form of (𝑓𝐴, 𝐸). 

The characteristic function of 𝑅𝐴 is written by: 

𝜒𝑅𝐴
: 𝑈 × 𝐸 → [0,1]

𝜒𝑅𝐴
(𝜇, 𝑒) = {

1,  if (𝜇, 𝑒) ∈ 𝑅𝐴

0,  if (𝜇, 𝑒) ∉ 𝑅𝐴

 

Where 𝑅𝐴 is the characteristic function. If [𝑎𝑖𝑗] = 𝜒𝑅𝐴
(𝜇, 𝑒), then 

[𝑎𝑖𝑗] = [

𝑎11 ⋯ 𝑎1𝑛

⋮ ⋱ ⋮
𝑎𝑚1 ⋯ 𝑎𝑚𝑛

] 

is called the soft matrix of (𝐹, 𝐸) on 𝑈. Then all soft sets are denoted by 𝑆𝑀𝑚×𝑛. 

Example 1. (Transformation of soft set into matrix): Assume that 𝑈 = {𝑢1, 𝑢2, 𝑢3, 𝑢4} is a universal set and 

𝐸 = {𝑒1, 𝑒2, 𝑒3, 𝑒4, 𝑒5} is a set of all parameters. If 𝐴 = {𝑒1, 𝑒2, 𝑒3, 𝑒5}, then 

𝑓𝐴(𝑒1) = {𝑢1, 𝑢3, 𝑢4},

𝑓𝐴(𝑒2) = {𝑢2, 𝑢3, 𝑢4},

𝑓𝐴(𝑒3) = {𝑢1, 𝑢2, 𝑢3}

𝑓𝐴(𝑒5) = {𝑢1, 𝑢2, 𝑢4}

 

The corresponding soft set is (𝑓𝐴, 𝐸) = {(𝑒1, {𝑢1, 𝑢3, 𝑢4}), (𝑒2, {𝑢2, 𝑢3, 𝑢4}), (𝑒3, {𝑢1, 𝑢2, 𝑢3}), (𝑒5, {𝑢1, 𝑢2, 𝑢4})}. 

The relation which is formed by (𝑓𝐴, 𝐸) is written as:  

𝑅𝐴 = {(𝑢1, 𝑒1), (𝑢3, 𝑒1), (𝑢4, 𝑒1), (𝑢2, 𝑒2), (𝑢3, 𝑒2), (𝑢4, 𝑒2), (𝑢1, 𝑒3), (𝑢2, 𝑒3), (𝑢3, 𝑒3), (𝑢1, 𝑒5), (𝑢2, 𝑒5), (𝑢4, 𝑒5)} 

Hence, the soft matrix is written by [𝑎𝑖𝑗], taking set 𝑈 as the number of rows and set 𝐸 as the number of 

columns: 

[𝑎𝑖𝑗] = [

1 0 1 0 1
0 1 1 0 1
1 1 1 0 0
1 1 0 0 1

] 

Definition 3. (Inverse Product) [24]: Let [𝑎𝑖𝑗], [𝑏𝑖𝑗] ∈ 𝑆𝑀𝑚×𝑛. The inverse product 𝑖 of [𝑎𝑖𝑗] and [𝑏𝑖𝑗] is 

defined as: 

[𝑎𝑖𝑗]𝑖[𝑏𝑖𝑗] = [𝑐𝑖𝑗] 

where 

𝑐𝑖𝑗 = {
1,  if 𝑎𝑖𝑗 = 𝑏𝑖𝑗

0,  if 𝑎𝑖𝑗 ≠ 𝑏𝑖𝑗

 , for all 𝑖, 𝑗. 

Definition 4. (Characteristic Product): Let [𝑎𝑖𝑗], [𝑏𝑖𝑗] ∈ 𝑆𝑀𝑚×𝑛. The characteristic product  𝑐 of [𝑎𝑖𝑗] and 

[𝑏𝑖𝑗] is defined as: 

[𝑎𝑖𝑗]
𝑐
[𝑏𝑖𝑗] = [𝑐𝑖𝑗] 

where 
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𝑐𝑖𝑗 = {
1,  if 𝑎𝑖𝑗 ≠ 𝑏𝑖𝑗

0,  if 𝑎𝑖𝑗 = 𝑏𝑖𝑗

 

for all 𝑖, 𝑗. 

Definition 5. (IDEA) [15]: IDEA algorithm is an operator that operates on 64 blocks and uses 128-bit which 

consists of 8 identical transformations first round and as an output transformation in the second round. In 

the IDEA operator the process of encryption and decryption is the same. 

Definition 6. (ASCII Code) [25]: This is used to represent text in computer language. ASCII, which stands 

for American Standard Code for Information Interchange, consists of many characters. It is a character 

encoding standard for electronic communication and is also helpful in telecommunication devices. 

Here are some useful codes: 

𝐴 0001 𝐴1 

𝐵 0010 𝐴2 

𝐶 0011 𝐴3 

⋮ ⋮ ⋮ 

𝑋 1000 𝐵8 

𝑌 1001 𝐵9 

𝑍 1010 𝐵𝐴 

Example 2. By using the definition of inverse product and characteristic product and by applying the IDEA 

operator, we can easily obtain. In this example take the key size (64-bit) and the 4 block size (16-bit). Now 

Jack wants to send a message to Rose, but they have not bad previous contact and the key does not want to 

take the time to send a courier with a key. Therefore, all information that Jack sends to Rose will potentially 

be obtained by the other person Wingston. However, it is still possible to send messages to be sent in such a 

way that Rose can read but Wingston cannot. 

Jack and Rose have a soft set (𝑓𝐴, 𝐸) over 𝑈 = {𝜇1, 𝜇2, 𝜇3, 𝜇4} and set of parameters 𝐸 = {𝑒1, 𝑒2, 𝑒3, 𝑒4} 

which Wingston does not have information about. The soft set is given by: 

(𝑓𝐴, 𝐸) = {(𝑒1, {𝜇2, 𝜇3, 𝜇4}), (𝑒2, {𝜇1, 𝜇2, 𝜇4}), (𝑒3, {𝜇2, 𝜇3})} 

3 |Process of Encryption 

Step 1. Let Jack and Rose have a soft set (𝑓𝐴, 𝐸) given by: 

(𝑓𝐴, 𝐸) = {(𝑒1, {𝜇2, 𝜇3, 𝜇4}), (𝑒2, {𝜇1, 𝜇2, 𝜇4}), (𝑒1, {𝜇2, 𝜇3})} 

Step 2. The soft matrix 𝑆 corresponding to the soft set (𝑓𝐴, 𝐸) is given by: 

𝑆 = [

0 1 1 1
1 1 0 1
0 0 0 0
0 1 1 0

] 

Step 3. Now Jack has a message of 64-bit which is "SOLVED ENCRYPTION".Make section of this message 

into 4 parts SOLV-EDEN-CRYP-TION. By using ASCII code numerical value we have: 

http://solv-eden-cryp-tion.by/
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 SOLV = 0011,1111,1100,0110, 𝐾1 = [

0 1 1 0
0 1 1 1
1 1 0 1
1 1 0 0

] ,

 EDEN = 0101,0100,0101,1110, 𝐾2 = [

0 0 0 1
1 1 1 1
1 1 0 1
0 1 0 1

] ,

 CRYP = 0011,0010,1001,0000, 𝐾3 = [

0 0 1 0
0 0 0 0
1 1 0 0
1 0 1 0

] ,

 TION = 0100,1001,1111,1110, 𝐾4 = [

0 1 1 1
1 0 1 1
0 0 1 1
1 1 1 0

]

 

Step 4. Now we have to suppose 𝛼 permutation such that each column of the soft matrix will be rearranged 

according to the 𝛼 after permuting we obtain 𝑆𝛼 as the key which we obtain after permutation 

Let 

 For 𝛼1 = (1432) : 

 For 𝛼2 = (1342) : 

 For 𝛼3 = (2143) : 

 For 𝛼4 = (3142) : 

for all ∈ 𝑆 

So each column of soft matrix S will be rearranged according to 𝛼 

1 → 4 → 3 → 2 → 1 

By applying the permutation 𝛼1, we obtain 𝑆𝛼1
 as follows: 

𝑆𝛼1
= [

1 0 0 0
1 0 1 1
0 0 1 1
1 0 0 1

] 

Similarly, by applying the other permutations, we have: 

𝑆𝛼2
= [

1 0 0 0
1 1 1 0
0 1 1 0
1 0 1 0

]

𝑆𝛼3
= [

1 0 0 0
1 0 1 1
0 0 1 1
1 0 0 1

]

𝑆𝛼4
= [

0 0 1 0
0 1 1 1
0 1 0 1
0 0 1 1

]

 

Step 5. Now we apply the inverse and characteristic production we get the cipher result. 
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  𝐾1 ⋅ 𝑖𝑆𝛼1
→ 𝐶1

𝐾2 ⋅ 𝑐𝑆𝛼2
→ 𝐶2

𝐾3 ⋅ 𝑐𝑆𝛼3
→ 𝐶3

𝐾4 ⋅ 𝑖𝑆𝛼4
→ 𝐶4

𝐾1 ⋅ 𝑖𝑆𝛼1
= [

0 0 1 1
1 1 1 1
1 1 0 0
0 1 1 0

] ⋅ 𝑖 ⋅ [

1 0 0 0
1 0 1 1
0 0 1 1
1 0 0 1

] = [

1 0 1 1
0 1 0 0
1 1 1 1
1 1 1 1

] = 𝐶1

𝐾2 ⋅ 𝑐𝑆𝛼2
= [

0 1 0 1
0 1 0 0
0 1 0 1
1 1 1 0

] ⋅ 𝑖 ⋅ [

1 0 0 0
1 1 1 0
0 1 1 0
1 0 1 0

] = [

0 0 1 0
0 1 0 1
1 1 0 0
1 0 0 1

] = 𝐶2

𝐾3 ⋅ 𝑐𝑆𝛼3
= [

0 0 1 1
0 0 1 0
1 0 0 1
0 0 0 0

] ⋅ 𝑖 ⋅ [

1 0 0 0
1 0 1 1
0 0 1 1
1 0 0 1

] = [

0 1 0 0
0 1 1 0
0 1 0 1
0 1 1 0

] = 𝐶3

𝐾4 ⋅ 𝑖𝑆𝛼4
= [

0 1 0 0
1 0 0 1
1 1 1 1
1 1 1 0

] ⋅ 𝑖 ⋅ [

0 0 1 0
0 1 1 1
0 1 0 1
0 0 1 1

] = [

0 1 1 0
1 1 1 0
1 0 1 0
1 1 0 1

] = 𝐶4

 

After ASCII code we have the following values according to the obtained matrices. 

C1 = KDOOC2 = BELYC3 = DFEFC4 = FNJM 

Step 6. This time to rearranged the letters that we obtained by ASCII code. We have to convert these letters 

into sentences and will be sent by Jack to Rose even Wingston gets this sentence but he cannot know the 

message which is given by Jack. The sentence becomes "KDOOBELYDFEFFNJM" and this will be received 

by Rose. The flowchart of the process of encryption is listed below for better understanding in Figure 1. 

 
Figure 1. Flowchart of encryption. 
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4 |Process Of Decryption 

Step 1. Now Rose takes the same soft set which is: 

(𝑓𝐴, 𝐸) = {(𝑒1, {𝜇2, 𝜇3, 𝜇4}), (𝑒2, {𝜇1, 𝜇2, 𝜇4}), (𝑒1, {𝜇2, 𝜇3})} 

Step 2. The soft matrix corresponding to the soft set will be. 

𝑆 = [

0 1 0 0
1 1 0 1
1 0 0 1
1 1 0 0

] 

Step 3. In this step, we take the message "KDOOBELYDFEFFNJM". Now make sections of this message 

into 4 parts KDOO-BELY-DFEF-FNJM. By using ASCII code we have a numerical value of these four 

sections. KDOO-1011,0100,1111,1111 

𝐶1 = [

1 0 1 1
0 1 0 0
1 1 1 1
1 1 1 1

] 

BELY-0010,0101,1100,1001 

𝐶2 = [

0 0 1 0
0 1 0 1
1 1 0 0
1 0 0 1

] 

DFEF- 0100,0110,0101,0110 

𝐶3 = [

0 1 0 0
0 1 1 0
0 1 0 1
0 1 0 0

] 

FNJM- 0110,1110,1010,1101 

𝐶4 = [

0 1 1 0
1 1 1 1
1 0 1 0
1 1 0 1

] 

Step 4. Now we have to suppose 𝛼 permutation such that each column of the soft matrix will be rearranged 

according to the 𝛼 after permuting. We obtain 𝑆𝛼 as key which we obtained after permutation. 

Let 

 For 𝛼1 = (1432): 

 For 𝛼2 = (1342): 

 For 𝛼3 = (2143): 

 For 𝛼4 = (3142):  

for all ∈ 𝑆 

So each column of soft matrix S will be rearranged according to 𝛼 1 → 4 → 3 → 2 → 1 

By applying the permutation 𝛼1, we obtain 𝑆𝛼1
 as follows: 
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𝑆𝛼1
= [

1 0 0 0
1 0 1 1
0 0 1 1
1 0 0 1

] 

Similarly, by applying the other permutations, we have: 

𝑆𝛼2
= [

1 0 0 0
1 1 1 0
0 1 1 0
1 0 1 0

]

𝑆𝛼3
= [

1 0 0 0
1 0 1 1
0 0 1 1
1 0 0 1

]

𝑆𝛼4
= [

0 0 1 0
0 1 1 1
0 1 0 1
0 0 1 1

]

 

Step 5. Now applying the inverse and characteristic production we got the cypher result. 

𝐶1 ⋅ 𝑖𝑆𝛼1
→ 𝐾1

𝐶2 ⋅ 𝑐𝑆𝛼2
→ 𝐾2

𝐶3 ⋅ 𝑐𝑆𝛼3
→ 𝐾3

𝐶4 ⋅ 𝑖𝑆𝛼4
→ 𝐾4

𝐶1 ⋅ 𝑖𝑆𝛼1
= [

1 0 1 1
0 1 0 0
1 1 1 1
1 1 1 1

] ⋅  𝑖 [

1 0 0 0
1 0 1 1
0 0 1 1
1 0 0 1

] = [

0 0 1 1
1 1 1 1
1 1 0 0
0 1 1 0

] = 𝐾1

𝐶2 ⋅ 𝑐𝑆𝛼2
= [

0 0 1 0
0 1 0 1
1 1 0 0
1 0 0 1

] ⋅  𝑖 [

1 0 0 0
1 1 1 0
0 1 1 0
1 0 1 0

] = [

0 1 0 1
0 1 0 0
0 1 0 1
1 1 1 0

] = 𝐾2

𝐶3 ⋅ 𝑐𝑆𝛼3
= [

0 1 0 0
0 1 1 0
0 1 0 1
0 1 1 0

] ⋅ 𝑖 [

1 0 0 0
1 0 1 1
0 0 1 1
1 0 0 1

] = [

0 0 1 1
0 0 1 0
1 0 0 1
0 0 0 0

] = 𝐾3

𝐶4 ⋅ 𝑖𝑆𝛼4
= [

0 1 1 0
1 1 1 0
1 0 1 0
1 1 0 1

] ⋅  𝑖 [

0 0 1 0
0 1 1 1
0 1 0 1
0 0 1 1

] = [

0 1 0 1
1 0 0 1
1 1 1 1
1 1 1 0

] = 𝐾4

 

Step 6. These obtained matrices will give us the original message that is being sent by Jack to Rose "SOLVED 

ENCRYPTION". On the same basis, they can also share messages which are lesser or greater than 16 letters 

by using empty spaces and taking (0000)as an ASCII code against empty spaces. 
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Figure 2. Flowchart of decryption. 

 

5 |Conclusions 

Encryption and unscrambling is a cryptosystem substantial for moving privileged data. An exact and special 

strategy has been utilized in this paper that IDEA is applied on a soft set after changed over into a soft matrix 

by then the definition of inverse and characteristic product is applied to the soft matrix and 4 soft matrices 

of message at that point message is encrypted and can be shipped off inverse. On applying the same technique 

for the Decryption receiver will get the message. 

Furthermore, the size of the soft matrix changes according to taking suitable bits of message and can also do 

the operation in the rows instead of the columns. 

6 |Future Guides 

i). Enhanced Security: Integrate additional security layers, such as quantum-resistant algorithms, to 

strengthen the cryptosystem. 

ii). Optimization: Improve computational efficiency, particularly for real-time applications and resource-

constrained environments. 

iii). Scalability: Develop scalable versions that adapt to varying security needs and data sizes. 

iv). Variations: Explore different fuzzy logic paradigms or encryption algorithms within the soft 

cryptosystem. 
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v). Emerging Technologies: Implement the cryptosystem on platforms like blockchain and cloud 

computing. 

vi). User Accessibility: Enhance user interface and accessibility for non-experts. 

vii). Comparative Analysis: Benchmark the cryptosystem against established cryptographic techniques. 

viii). Regulatory Compliance: Ensure alignment with data protection laws and ethical considerations. 

ix). Industry Adaptation: Customize the cryptosystem for specific industries like healthcare or finance. 

x). AI Integration: Incorporate AI to dynamically adjust encryption strategies based on threat analysis. 
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